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R u les of th e G am eR u les of th e G am e

�

Fast search speed
( 4 -3 2 n s/ p k t thro u g hp u t)

�

L o w  st o r a g e req u i rem en ts 
( l ess than  sev eral  M b i ts)

�

S c a l a b i l i t y i n  the n u m b er o f  ru l es
( u p  to  1 0 0 K  ru l es)

�

S c a l a b i l i t y i n  the n u m b er o f  f i el d s
( f i v e f i el d s o r m o re)
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Why yet another paper on Packet Classification?
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��� I n creasi n g  i m p o rtan ce o f  P ack et cl assi f i cati o n .

� � I n ad eq u ate p erf o rm an ce o f  ex i sti n g  schem es:
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Cu s t o m e r
N e t w o r k

F i r e w a l l

D i f f Se r v
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I n creased  d em an d f o r n ew  serv i ces
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I n creased  sp eed
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B )  I nad eq u ate Per for m ance 
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P ro s:

– L o w  l aten cy  an d  hi g h thro u g hp u t

– S i m p l e o n -chi p  m an ag em en t schem e

�

C o n s:

– H i g h p o w er ( heat! )

– L arg e d i e si z e ( m o re b o ard  sp ace)

– H i g h co st ( co m p ared  to  S R A M  b ased  so l u ti o n s)

– A l l  f i el d s m u st b e ex p ressed  i n to  a p ref i x  f o rm at

An algorithmic solution may be a contender!

�

C o n ten t A d d ressab l e M em o ry

– H ard w are S o l u ti o n  ( u si n g  p aral l el i sm )

– W i d el y  u sed  i n  the I n d u stry
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C)  Possib ility  of N ew  I d easC)  Possib ility  of N ew  I d eas

�

M a i n  I d e a :

– I n creasi n g  d eg rees o f  f reed o m  i n v o l v ed  i n  
d eci si o n  tree ap p ro aches to  cl assi f i cati o n ,
b y  u si n g  hy p ercu b es to  p arti ti o n  the search 
sp ace i n stead  o f  hy p erp l an es.
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S tep  1 :  S electing th e D im ensions

�

C h a l l en g e:

– T o  p i ck  the d i m en si o n s w hi ch w i l l  l ead  to  the 
m o st u n i f o rm  d i stri b u ti o n  o f  the ru l es w hen  
the n o d e i s cu t i n to  su b -n o d es.

�

I dea :

– P i ck  d i m en si o n s w i th hi g hest en tro p y .

�

Destination Port

b a d b e t t e r b e s t

Source

R ecal l :  cu ts are eq u al  si z e ran g es f o r easy  array  i n d ex i n g !
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G o al  1 :  M i n i m i z e search ti m e w hi l e k eep i n g  
sp ace ro u g hl y  l i n ear

�

S trateg y  1 :  L o o k  f o r m u l ti -d i m en si o n al  cu t that:
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G o al  2 :  A v o i d  ex p o n en ti al  ti m e to  create a g o o d  
d eci si o n  tree
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S trateg y  2 :  U se a g reed y  strateg y  w hi ch:
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T w o  so u rces o f  m em o ry  w astag e i n  b asi c 
H y p erC u ts

– S p ace co n su m ed  b y  m u l ti d i m en si o n al  array s:�� � � �� � � �� 8 � 7 � �� 
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�

H y p erC u ts o p ti m i z ed  f o r m em o ry  has 50-500%  
b e t t e r  s e a r c h  t i m e than  H i C u ts o p ti m i z ed  f o r 
sp eed .

�

H y p erC u ts o p ti m i z ed  f o r sp eed  u ses 2  t o  1 0 
t i m e s  l e s s  m e m o r y than  H i C u ts o p ti m i z ed  f o r 
m em o ry .

�

C o m p ared  w i th o ther al g o ri thm s ( e.g . R FC ) f o r a 
d atab ase o f  2 8 0 0  ru l es H y p erC u ts u ses 3 0 t i m e s  
l e s s  m e m o r y  s p a c e ,  w hi l e the search sp eed  
d ecreases o n l y  b y  a f acto r o f  5 0 % .



E v alu ation
S y nth etic classifier s ( m em or y )

E v alu ation
S y nth etic classifier s ( m em or y )

� � � �� 
6 � �� � � � � �� � � � 
� 9 � � �� � � 
 � 6 9 � � � �� � 
� � �� �� � � � �� 
 � 5 
 � �� �

1

10

100

1,000

10,000

100,000

1,000,000

5000 10000 15000 20000# Rules

w
o

rd
s

edge

core

firewall



E v alu ation
S y nth etic Classifier s ( sear ch )

E v alu ation
S y nth etic Classifier s ( sear ch )

� �� � 
� � �� �� 7� � � � � � � 
� 9 9 � 
 �� � � � � �� � � 
� � � � � � � � � 6

1

10

100

5000 10000 15000 20000# Rules

w
o

rd
s 

(f
o

r 
se

ar
ch

)
edge

core

firewall



A  w or d  of cau tionA  w or d  of cau tion

� � � � � � � 5� � 
 � � � 
� � �� 
� � �� � � 7 � 5 5� 
 �� �9 � � � �� � � �� � � � � � 7

�� �9 � � � � � �� 8 
� 
� 9 � � � 	 � 7 �� 	 � � 
� �� � �� 
 9

� � � � ��� � � � 
� � � � � � �� 6 � � 7 � �� � � � � � � �� � � � � � �� 6 � � 6 � � �

�� � �� � 7 � 7 � � �

< �/ ( + � G + � ) � ) G ) '� / � � - �� ' )� + - + % ) ( )/ , (

� 
� 
 � � 7 � � � � � � 5� 
 � � 6 6 � 
� � � � 7 � �� � � 
� �� � �� � � � � � � 5� 


�� � � 6 � 
 5� 
 � � � � � 8� : � : �� �� � � � � �� � � � 7 � �� � � � � � � � � �� 
6

� �� 6 9



Conclu sionConclu sion

� � 6 6 � 
� � � � � � � � �� � � 
 �6 � � � � � �6 �� � � �6 � � 7 6 
� �� 7 � � �

� � �� � � 6 � � � � � � � � �� � � � � � � 
� � � � � � �� � �� � � � �� 
 � 5 
 � � � �

� � 
� � � � � � � � � 5� � 
 � � � � � 9 � � � � 7 � � 7 :

� � �� � � 
� � � �6 � � � 5 � �� � � �� 
� � � � � � � �� � �6 
� �� 7 �6

�� �� �� 	� 	
 �� �� 7 � � � �� 7 � 6 � � � 5 � �� � 
� � :

� �� �� 7 � � �� � �� � � � �� � � � �� � � 	 � � �� � � � � � � � � 6 6 � 
� � � � � � � ��

� 6 
� � �� � � � � � � �� � 7� 
 � � �6 � 
� 7 �� � 4 � �� �� 7 �� � � �� � � �:

� 
 � � � 
� �� 
� � �� � � �

,� � � �� 7 � � � �� � 7 � 6 � 6 � � �� � � 
� � � �� � � � 
� 5� 
 � � 
 7 9 � 
�

� �6 �� �� � �� �� � � � 5 � �� � � �� 
� � � �	 9 � � � � 9 � � 
� � �� � � � ��� � :



Q u estions ?Q u estions ?

0

232

232

216

IP Destination
Address

IP Source 
Address

Destination
Port

x1

x2

y2

y1
z1

z2

A  H y perR eg io n
p ro d u ced  b y  
H y perC uts



Decision Tree Based AlgorithmsDecision Tree Based Algorithms

�

Idea: 

� � � � � 7 � 7 � � � � � � � � 
� � �� �� 7 � �

�� � � � � 6 �� � � � � �� � � 7 � � � � � � � � � � � � � � � � 7 �

�

P r o s :

� � 
� � � � � �� � 5 
� � � �� �� � 6 � � � � � �� � � � �

� �� � 6 �� 6 � 6 � � �� �

�

C o n s :

� �� 5 5� � � � � �� 6 
� 7 � � � � �� 6 � 
 5� 
 � � � � �

� � �� � � ��� � 5� � � 6 �� � 
� � �� � � � � 7 � 6 �� � � � � �� � � � � � 6

� � , %� + � ( + ( + �� % F G � ' +, % �

� � , %� + � ( + % / . � G + � ) '� / � ), % � + . +, ' � G & � - � ' + (��



W h at is a Cu t?W h at is a Cu t?

� 
 
�

� � �

� � 
 


� � �

2  c u t s ,  c u t  s i z e =  1 2 8

� � �� � � � � 
 


� � 
 


� � �

4  c u t s ,  c u t  s i z e =  6 4

� � � � � 
 
� �


