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Abstract

This paperaddressesa simple, yet fundamentalquestion
in the designof peer-to-peersystems:What doesit mean
whenwe say“availability” andhow doesthis understand-
ing impact the engineeringof practicalsystems? We ar-
guethat existing measurementsandmodelsdo not capture
the complex time-varying natureof availability in today's
peer-to-peerenvironments. Further, we show that unfore-
seenmethodologicalshortcomingshavedramaticallybiased
previousanalysesof this phenomenon.As thebasisof our
study, we empiricallycharacterizetheavailability of a large
peer-to-peersystemovera periodof 7 days,analyzethede-
pendenceof the underlyingavailability distributions,mea-
surehostturnover in thesystem,anddiscusshow thesere-
sultsmayaffect thedesignof high-availability peer-to-peer
services.

1 Intr oduction

Inevitably, realsystemsstopworking. At somepoint, disks
fail, hostscrash,networkspartition,softwaremiscalculates,
administratorsmiscon�gureor usersmisuse.Consequently,
the principal challengein designinghighly available sys-
temsis to tolerateeachfailureasit occursandrecover from
its effects. However, engineeringsuchsystemsef�ciently
requiresthedesignerto make informeddecisionsaboutthe
availability of individualsystemcomponents.

Webster's dictionaryde�nes availability as “the quality
of being presentor ready for immediateuse”. However,
this seeminglysimple de�nition can concealtremendous
complexity. In traditionaldatastoragesystems,thecompo-
nentsof interestaredeviceslike disks,SCSIinterfaces,and
NVRAM buffers,eachof which have well-understoodsta-
tistical failure propertiesthat areusuallyassumedfail-stop
andindependent(e.g.,redundantdisk arrays[5]). In peer-
to-peerstoragesystems,however, thecomponentof interest
is thehost,whoseavailability is poorly understoodby com-
parison.

While thefailureof individual hardwarecomponentscan
still compromisethe availability of a host, a peer-to-peer
systemdesignermustalsoanticipatetransientsoftwarefail-
ures,partialor total communicationinterruption,andusers
�
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who join andleave the systemindependentlyof their own
volition. Moreover, thesecomponentscanbetime varying.
For example,a peer-to-peersystemmayreplicatesome�le�

on � machinesat time � . However, by time ����� some
	 machinesmaybe turnedoff astheir ownersgo to work,
returningat somelater time. The availability of the hosts
is thereforedependenton time of day, andhence,theavail-
ability of the �le

�
is a functionof time. Anotherissueis

whethertheavailability of a hostis dependenton theavail-
ability of anotherhost,or, whethertwo hostavailabilitiesare
interdependent.This issueis importantsincemany peer-to-
peersystems[4, 12] aredesignedon the assumptionthat a
randomselectionof hostsin a P2Pnetwork do not all fail
togetherat thesametime.

Consequently, host availability is not well modeledas
a single stationarydistribution, but insteadis a combina-
tion of a numberof time-varying functions,rangingfrom
themosttransient(e.g.,packet loss)to themostpermanent
(e.g.,diskcrash).Traditionally, distributedsystemshaveas-
sumedthattransientfailuresareshortenoughto betranspar-
ently masked andonly the long-termcomponentsof avail-
ability requireexplicit systemengineering.In peer-to-peer
systems,though,this abstractionis grosslyinsuf�cient. A
new “intermittent” componentof availability is introduced
by usersperiodicallyleaving andjoining thesystemagainat
alatertime. Moreover, thesetof hoststhatcomprisethesys-
temis continuouslychanging,asnew hostsarrivethesystem
and existing hostsdepartit permanentlyon a daily basis.
A peer-to-peersystemdesignedon this substratewill need
to incorporatearriving hostsinto it without muchoverhead,
while beingableto provideall thefunctionality it promises
to provide in thefaceof regulardepartures.

We weremotivatedto studypeer-to-peerhostavailability
in part to shapethedesignandevaluationof a highly avail-
able,wide-areapeer-to-peerstoragesystem[15]. A primary
goalof thesystemis toprovideef�cient, highlyavailable�le
storageevenwhenthesystemis comprisedof hostswith rel-
ativelypoorandhighlyvariableavailability. Evenso,ourre-
sultscanapplyto any peer-to-peersystemconstructedfrom
asimilar collectionof hosts.

The remainderof this paperexaminestheseissuesem-
pirically by characterizinghost availability in a large de-
ployedpeer-to-peer�le sharingsystemovera 7 dayperiod.
We make four principal contributions in this work: First,
weshow thataminormethodologicallimitation of previous
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availability measurementshaslead to underestimatedP2P
hostavailability [3,13,14]. Second,weshow thathostavail-
ability in peer-to-peersystemsis a complex enoughmetric
to warrantspeci�cationby morethanjust a fractionalvalue
between0 and1. Thirdly, we show that,for thepurposesof
storageplacement,theavailability of hostsis dependenton
time-of-day, but is roughly independentof the availability
of otherhosts.Finally, wemeasurethesystem-widedynam-
ics of theP2Pnetwork by calculatingtherateat which new
hostsarrive thesystemfor the �rst time, andexisting ones
depart. We concludewith asummaryof our �ndings.

2 RelatedWork

Saroiuet al. [13] andChuet al. [3] have characterizedhost
availability in theGnutella[6] peer-to-peernetwork by ac-
tively probingTCP/IPaddressesgatheredusinga Gnutella
crawler. SenandWang[14] describeda similar studyus-
ing passive measurementof �o w-level datafrom multiple
routersacrossa large tier-1 ISP backbone. Finally, Long
et al. [8] measuredworkstationavailability in the Internet
usinganactive probingmethodology. Unfortunately, all of
theseapproachesrely on IP addressesto uniquely identify
individual hostsover time. This assumptionwaslikely ac-
curatefor Long's 1995study, but moderndynamicaddress
assignmentprotocolssuchas DHCP can easily causethe
samehostto becountedmultiple timesandtherebyunder-
estimatehostavailability. Moreover, thegrowth in theuseof
NAT boxescanaffect thecorrectnessof a TCP/IPaddress-
probingtechnique.

Weatherspoonet al. [16] analyzedthe impactof failure
on peer-to-peerblock storagesystemsusinga modelbased
on disk meantime-to-failure. In a separatepaper, the au-
thorsalsoaddressthe issueof independencebetweenhost
failures. They mention the needto quantify dependence
betweenfailuresat a coarse-grainedlevel, i.e., failuresdue
to network disconnectivity, OS version,etc. [17] However,
theseefforts do not capturethe complexity of the peer-to-
peerenvironment– particularlytheuser-controlledtransient
outagesthat dominatehost availability in most real sys-
tems. The dependenceof hostavailabilities on time and
whetherthere is any interdependencebetweenhost avail-
abilitiesstemmingfrom userbehavior haveyet to bestudied
in detail.

3 Experimental Methodology

To study host availability in peer-to-peersystems,we ac-
tively measurethe availability of hostsin the Overnet�le-
sharingnetwork [11]. In this section,we describeOvernet
andour reasonsfor choosingit over otherpopularsystems.
Wethendescribeourexperimentalmethodologyfor period-
ically identifyinghostsandsubsequentlyprobingthem.

3.1 Overnet

The Overnet peer-to-peer�le-sharing systemis basedon
Kademlia[9] and is structuredon a distributedhashtable
(DHT). Overnethasno hierarchy, i.e., all hostshave identi-
cal functionality. Whena new client joins Overnet,it ran-
domlygeneratesanID for itself. This is theclient's ID, and
it remainsunchangedon subsequentjoins andleavesof the
client until the userdeletesthe �le containingthe client's
preferences.For lookup and routing purposes,eachhost
maintainsa list of neighborsand their IP addresses.The
detailsof this list canbefoundin [9].

WemeasuretheOvernetsystemto modelhostavailability
for two reasons:

� Overnet usersare identi�ed by immutable IDs, en-
ablingusto trackhostsby ID ratherthanby IP address.
Using IDs eliminatesthe problemof hostaliasingvia
DHCPandNATs.

� Host availability studies need to use a suf�ciently
widely-deployed peer-to-peer network for measure-
mentsto be valid andacceptable.To our knowledge,
Overnetis theonly widely deployedDHT-basedpeer-
to-peernetwork.

NotethatOvernetis not anopen-sourcesystemor proto-
col. As a result, to performour availability measurements
we hadto reverseengineervariousaspectsof the Overnet
protocol. Other popularopen-sourcesystemswould have
beenmoreconvenientto measure,but they do not meetthe
requirementsof ourstudy(in particular, identifyinghostsby
uniqueID).

3.2 Methodology

Our measurementinfrastructureconsistsof two compo-
nents;thecrawler andtheprober. Thecrawler providesus
with a global view of hostmembershipin thesystem.The
proberallowsusto getdetailedand�ne-grainedinformation
on individualhostbehaviour.

Crawler: Thepurposeof thecrawler is to collectasnap-
shotof the IDs of the active hostsin the network at a par-
ticular point in time. It doesso by repeatedlyrequesting
50 randomlygeneratedIDs. Theserequestsleadto thedis-
covery of somenumberof hosts. The crawler repeatsthe
processby sendingrequestsfor the same50 IDs to all the
newly discoveredhosts. Thusthecrawler usesa recursive
algorithmto discovertheIDs of hostsin thenetwork by per-
forminglookupsto asmany hostsasit can�nd. Thecrawler
runsonceevery 4 hoursto minimize impacton thesystem
asit locatesthesehosts.

Prober: The purposeof the prober is to periodically
probea setof hoststo determinewhetherthey areavailable
in the systemor not at that particulartime. It usesa ran-
domsubsetof hostIDs discoveredby thecrawler andprobes
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themevery 20 minutes.We choseonly a subsetof hoststo
probebecausetheoverheadof probinghostslimits the fre-
quency at which we can cycle throughthem. The prober
determinestheavailability of a hostwith ID

�
by perform-

ing alookupfor
�
. Thelookupsucceedsonly if thehostwith

ID
�

respondsto theprobes.Soasuccessfullookupimplies
anavailablehostrunninganOvernetpeer.

All our probeslook exactly like normalOvernetprotocol
traf�c. This is in contrastto previousmeasurementstudies
of peer-to-peernetworks[3,13] thatuseTCPSYN packets.
This strategy hastwo main advantages.First, it eliminates
theproblemof IP addressaliasingdueto theuseof DHCP,
NAT, andmultiple usersusingthesamemachine. Second,
due to Overnet's lookup procedure,we do not repeatedly
sendprobesto hoststhathavebeenunavailablefor longpe-
riodsof time, thuskeepingourexperimentsnon-intrusive.

4 Results

In this section,we presentthe resultsof our measurements
and the inferencesthat we can draw from them. First,
we summarizethe dataobtainedfrom the crawler and the
prober. Then, we show the effects of aliasing on mea-
suredavailability. Next, we show how the distribution of
host availability variesdependingon the time over which
it is calculated. We then characterizetime-of-dayeffects
on hostavailability andcharacterizehostavailability inter-
dependence.Finally, we measureglobal hostmembership
turnoverin termsof hostarrivalsanddeparturesin Overnet.

4.1 Experiment summary

The crawler ran every four hoursfor a periodof 15 days,
from January14 throughJanuary28, 20031. Eachpassof
thecrawler yieldedapproximately40,000hostIDs, while in
a singleday, or six passesof the crawler, between70,000
and90,000hostIDs wereseen

Out of the roughly 84,000IDs that the crawler gathered
on the�rst day, We chose2,400at randomfor theproberto
traceat �ne-grainedtime intervals. . It probedthesehosts
every20minutesfor 7 days,from January15 to January21,
2003.Out of the2,400hosts,1,468respondedat leastonce
to theprobes.

4.2 Aliasing effects

Althoughonly 1,468uniquehostsrespondedto theprober,
atotalof 5,867uniqueIP addressesrespondedto theprober.
Thisresultsin auniquehostID to IPaddressratioof approx-
imately1:4. Clearly, hostIP addressaliasingis a signi�cant
issuein deployedpeer-to-peersystemssuchasOvernet.The
aliasingeffectscouldbedueto variousreasons.Most likely,

1Therewasa disruptionon of January21 for roughly24 hoursdueto
storageproblems.
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Figure1: Percentageof hoststhat have more thanone IP
addressacrossdifferentperiodsof time.

themaincauseis theuseof DHCP. It is commonthat,when
a hostleavesthesystemandjoins it at a later time, it does
so with a different IP address.NATs also introducealias-
ing into thenetwork by makinguseof privateIP addresses
for hostsbehindthem.Anotherpossiblecauseof aliasingis
multiple usersusingthe samemachine;they will have dif-
ferentuniqueIDs, but thesameIP address.

Figure1 providesmoreinsightinto thenatureof aliasing.
It shows the percentageof hoststhat have more than one
IP addressovervaryingperiodsof time. For example,even
over just oneday, almost40%of all probedhostsusemore
thanone IP address.This numberincreasesto 50% after
4 days.Theseresultsshow thatmeasuringhostavailability
by probing hostsusing IP addressescan be very mislead-
ing. In fact, 32% of all probedhostsused� ve or moreIP
addresses,and12% used10 or more! Thesenumberswill
only get largerwith longerperiodsof probing. So,probing
by IP addressdoesnot accuratelycapturethe availability
characteristicsof thehosts. IP addressprobingwould con-
sidereachIP addressanew host,thusgreatlyoverestimating
thenumberof hostsin thesystemandunderestimatingtheir
availability.

To evaluatethe implications of IP addressaliasing on
modelinghost availability, we derive the host availability
distributionsfor both probingtechniques.Figure2 shows
the cumulative distribution of host availability calculated
oversevendays.Wecalculatehostavailability for eachhost
by dividing the numberof probesthat a host respondsto
by the total numberof probes. The darker line shows the
accuratedistribution obtainedby usinghostIDs to identify
individualhosts,while thelighterline showsthedistribution
calculatedbyusingthe�rst IPaddressthatwasseenfor each
host ID; the lighter curve is reminiscentof the availability
curve in thepopularGnutellastudy [13]. Thereis a signi�-
cantdifferencebetweenthetwo curves,with theIP address-
basedcalculationgreatlyunderestimatinghostavailability.
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Figure 2: Host availability derived using uniquehost ID
probesvs. IP addressprobes.

Thedifferencein thesedistributionsdemonstratestheex-
tent to which using IP addressesto identify hostsis inac-
curate. For example,the darker curve shows that 50% of
hostshave availability 0.3 or less,but, if we hadusedthe
IP address-basedprobingdenotedby the lighter curve, we
would concludethat50%of all hostshave availability 0.07
or less. Using IP addresseswould thusunderstimateavail-
ability by a factorof four. If we hadusedthe IP address
methodologyto parameterizethe designof a highly avail-
ablestoragesystem,we would make morereplicasof �les
than requiredto compensatefor the apparentlylow avail-
ability andwastestoragespace.For example,in onemodel
of peer-to-peer�le availability [2], thenumberof �le repli-
casrequiredto maintaina99%�le availability givenamean
hostavailability of 0.07 is � ve times the storageoverhead
comparedto the numberof replicasrequiredgivena mean
hostavailability of 0.3.

4.3 Host availability

We calculatedhostavailability in Figure2 oversevendays,
the entireperiodof our active probemeasurements.How-
ever, theperiodof time over which hostavailability is cal-
culatedcanchangethedistribution. To determinetheextent
of this effect,we variedthetime periodover which we cal-
culatehostavailability. Figure3 showstheresultsof thisex-
periment.Over a periodof 10 hours,thedistribution curve
is slightly concave, while for a period of 4 days,the dis-
tribution curve becomesconvex. Over 7 days,the convex-
ity of thecurve increases.And we suspectthatwith longer
periodsof measurementthis will only increase.Putdiffer-
ently, thedistributioncurvemovesmoreandmoreto theleft
astheperiodoverwhichavailability is calculatedincreases.
This stemsfrom thefactthatwe areprobingthesamehosts
over theentireperiod,andthelongertheperiodof time, the
greaterthechancesof ahostbeingunavailable.Wearecon-
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Figure3: The dynamicnatureof the availability distribu-
tion. It varieswith thetimeperiodoverwhichavailability is
calculated.

tinuingourprobingmeasurementsfor longerperiodsof time
to validatethis hypothesis.

Theimplicationis that,whenusinganavailability distri-
bution to characterizehostsin thesystemor simply usinga
fractionalvalueto re�ect meanhostavailability in modelsof
systembehavior (e.g.,[4]), oneneedsto alsospecifythepe-
riod of time overwhich theavailability measurementholds.
Also, thefactthathostavailability decreasesoverlongerpe-
riods of time motivatesthe needfor periodic �le refreshes
(redistributions,or re-insertions)in thesystem.

4.4 Time-of-day effects

Next, wecharacterizetheeffectof time-of-dayonhostavail-
ability. To do this we needto seehow thehostavailability
patternvarieswith local time, wherelocal time is basedon
thegeographiclocationof eachhost.To calculatelocal time
for eachhost,we useCAIDA's Netgeotool [10] to deter-
minethelongitudeof thehostusingits currentIP addressat
thetimeatwhichit wasprobed.Wethenmaphostlongitude
to a local timezone.

Figure4 shows the numberof availablehostsasa func-
tionof localtimeatthehosts'geographiclocation.Theticks
onthex-axiscorrespondto midnighton thedaysthatarela-
beled,and this appliesto all following time-seriesgraphs.
As with other studiesof peer-to-peersystems,the graph
shows a diurnal pattern[3]. The differencebetweenthe
maximumandminimumnumberof availablehostsin asin-
gledayis roughly100.

Wealsofoundthatonaverage,therewere9413hostjoins
andleavesperday, or 6.4 joins andleavesperhostperday.
This �gure is considerable,given that the numberof hosts
thatwereprobedandrespondedto probeswereonly 1468.
In a systemsuchasCFS,which actively replicatesobjects
immediatelywhenit learnsof ahostjoin or leave,thiscould
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Figure4: Diurnalpatternsin numberof availablehosts.

causea largeamountof overheadin termsof theamountof
datatransferredbetweenhosts.

Theotherfeatureto noticein this graphis thesteadyde-
creasein the total numberof hoststhat areavailableover
subsequentdays,whichwasre�ectedin ouravailability dis-
tribution measurement.Although limited by a short trace
duration,the trendindicatesa decayof about32 hostsper
day. The fact that there is a steadydecay in the num-
ber of hostswith time indicatesthat in a systemsuchas
Oceanstore[7], frequentandperiodic �le refreshesarere-
quiredto maintainhigh �le availability.

4.5 Host availability interdependence

The diurnal patternindicatesthat availability varies with
time-of-day. At non-peakhoursa numberof hostsbecome
unavailable. Most structuredpeer-to-peerstoragesystems,
e.g., [4, 9], assumethat this happenswith very low proba-
bility, failing which, objectsstoredin the systemcould be
lost forever. To our knowledge,this is the �rst studyto in-
vestigatetheextentthatthis assumptionholds.

We characterizethedependencebetweenevery hostpair
usingconditionalprobabilities. Considertwo hostsX and
Y. We needto determinethe conditionalprobability of Y
beingavailablegiventhatX is availablefor agiventime-of-
day � . Call this valueP(Y=1/X=1). If this is equalto the
probabilitythatY is availablewhetheror notX is available,
or P(Y=1), thenX andY areindependent.If independent,
thentheavailability of X at time � doesnot imply anything
abouttheavailability of Y at thattime.

We calculatedP(Y=1/X=1) and P(Y=1) for every host
pair from our empiricaldatafor eachhourin thetrace.Fig-
ure5showstheprobabilitydensityfunctionof thedifference
betweenthesetwo values.Thegraphshows thatmorethan
30%of all pairshave 0 difference.Further, 80%of all host
pairslie between+0.2and-0.2, indicatingthat thereis sig-
ni�cant independencebetweenhostpairs. Soif we wereto
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Figure5: Probabilitydensityfunctionof thedifferencebe-
tweenP(Y=1/X=1)andP(Y=1).

pick a small subsetof hostsrandomly, it is highly unlikely
that the availabilitiesof all of themarestronglydependent
oneachother, eventhougheachmayshow a strongcorrela-
tion with time of day. For example,in CFS,thesizeof this
subsetis 6, while in Kademlia,it is 20. The probabilityof
all thesehostsfailing togetherwouldbevery low.

4.6 Arrivals and departures

Hostturnoveris importantfor peer-to-peersystemsthatrely
upon long-termhost membership. For example, archival
peer-to-peerstoragesystemslike Oceanstoreusea high de-
greeof redundancy to maskhostfailuresanddeparturesover
time. The rate of host turnover fundamentallydetermines
therateat which thesystemmustrefreshandrestorethere-
dundancy in thesystemto maintain�le availability [2, 16],
andtheoverheadthatthis processentails.

To characterizehostmembershipturnoverin Overnet,we
would like to determinethe rateat which new hostsenter
the systemfor the �rst time (arrive) andthe rateat which
existing hostsleave thesystempermanently(depart). Note
thedistinctionwith hostjoins andleaves,which referto in-
termittentdisconnectionsof hostsfrom thesystem.Weesti-
matearrival anddepartureratesin Overnetusingthe15-day
crawler traceof active hosts. We considerthe �rst occur-
renceof a host ID in the traceasan arriving host,andthe
lastoccurrenceof a hostID asa departinghost.

Figure6 shows hostarrivalsanddeparturesasa fraction
of the numberof active hostsin the systemfor eachday
in thetrace.For perspective,during this periodthecrawler
foundthatroughly85,000hostsin Overnetwereactiveeach
day. Fromthegraph,we seethatOvernethasa signi�cant
degreeof turnover. Eachday, new hostsnever seenbefore
in the tracecompriseover 20% of the system(or roughly
17,000hosts/day).At thesametime, existing hostsarede-
parting at roughly the samerate. As a result, the overall
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Figure6: New hostarrivalsandexisting hostdeparturesin
Overnetasa fraction of all hostsin the system( approxi-
mately85,000during this period). The high valuesat the
beginningandendof theperiodareartifactsof startingand
endingthetrace.

sizeof Overnetstayedconstantoverour traceperiod.Since
our traceis only 15 days,though,theseresultsonly capture
short-termturnover. We arecontinuingour traceto capture
long-termturnoveraswell.

5 Summary

In thispaperwestudiedseveralcharacteristicsof hostavail-
ability in the Overnetpeer-to-peer�le sharingsystem,and
discussedtheimplicationsof our �ndings on thedesignand
operationof peer-to-peersystems.WefoundthatIP address
aliasingis a signi�cant problemin thesesystems,andthat
measurementsaccordingto hostIP addresssigni�cantly un-
derestimatepeer-to-peerhostavailability. Wealsoarguethat
availability is notwell-modeledby asingle-parameterdistri-
bution,but insteadis acombinationof two time-varyingdis-
tributions: (1) short-termdaily joins andleavesof individ-
ual hosts,and(2) long-termhostarrivalsanddepartures.In
our Overnettrace,bothbehaviors signi�cantly impacthost
availability. For a given setof hostsprobedat a �ne time
granularity, eachhost joined and left the system6.4 times
a day on average.For a global crawl of all active hostsin
thesystemat a coarsergranularity, we alsofound thathost
turnoverin thesystemis considerable:over20%of thehosts
in systemarriveanddeparteveryday. Peer-to-peersystems
musttake into accountbothsourcesof hostunavailability to
gracefullyandef�ciently providehighly availableservice.
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