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Abstract

This paperaddresses simple, yet fundamentalquestion
in the designof peerto-peersystems:What doesit mean
whenwe say “availability” andhow doesthis understand-
ing impact the engineeringof practical systems? We ar-
guethat existing measurementand modelsdo not capture
the complex time-varying natureof availability in today's
peerto-peerervironments. Further we shav that unfore-
seermmethodologicashortcominghave dramaticallybiased
previous analyse®f this phenomenonAs the basisof our
study we empiricallycharacterizehe availability of alarge
peerto-peersystemover a periodof 7 days,analyzethe de-
pendencef the underlyingavailability distributions, mea-
surehostturnoverin the system,anddiscusshow thesere-
sultsmay affect the designof high-availability peerto-peer
services.

1

Inevitably, real systemsstopworking. At somepoint, disks
fail, hostscrash networks partition, softwaremiscalculates,
administratorgniscon gureor usersmisuse.Consequently
the principal challengein designinghighly available sys-
temsis to tolerateeachfailureasit occursandrecoverfrom
its effects. However, engineeringsuch systemsef ciently
requiresthe designerto make informeddecisionsaboutthe
availability of individual systemcomponents.

Websters$ dictionary de nes availability as “the quality
of being presentor readyfor immediateuse”. However,
this seeminglysimple de nition can concealtremendous
compleity. In traditionaldatastoragesystemsthe compo-
nentsof interestaredeviceslik e disks,SCSlinterfacesand
NVRAM huffers, eachof which have well-understoodsta-
tistical failure propertiesthat are usually assumedail-stop
andindependente.g.,redundandisk arrays[5]). In peer
to-peerstoragesystemshowever, the componenbf interest
is the host,whoseavailability is poorly understoody com-
parison.

While thefailure of individual hardwarecomponentgan
still compromisethe availability of a host, a peerto-peer
systemdesignemustalsoanticipatetransientsoftwarefail-
ures,partial or total communicatiorinterruption,andusers
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who join andleave the systemindependentlyof their own
volition. Moreover, thesecomponentganbetime varying.
For example,a peerto-peersystemmay replicatesome le
F onn machinesattime ¢. However, by time ¢ + k£ some
m machinesmay be turnedoff astheir ownersgo to work,
returningat somelater time. The availability of the hosts
is thereforedependentn time of day, andhence the avail-
ability of the le F'is afunctionof time. Anotherissueis
whetherthe availability of a hostis dependenbn the avail-
ability of anothethost,or, whethertwo hostavailabilitiesare
interdependen(This issueis importantsincemary peerto-
peersystemg4, 12] are designedon the assumptiorthata
randomselectionof hostsin a P2Pnetwork do not all fail
togetheratthe sametime.

Consequentlyhost availability is not well modeledas
a single stationarydistribution, but insteadis a combina-
tion of a numberof time-varying functions, ranging from
the mosttransient(e.g.,paclet loss)to the mostpermanent
(e.g.,diskcrash).Traditionally, distributedsystemsave as-
sumedhattransienfailuresareshortenougho betranspar
ently masled and only the long-termcomponent®f avail-
ability requireexplicit systemengineering.In peerto-peer
systemsthough, this abstractionis grosslyinsufcient. A
new “intermittent” componenbf availability is introduced
by usergeriodicallyleaving andjoining the systemagainat
alatertime. Moreover, thesetof hoststhatcomprisethesys-
temis continuouslychangingasnew hostsarrivethesystem
and existing hostsdepartit permanentlyon a daily basis.
A peerto-peersystemdesignedn this substratewill need
to incorporatearriving hostsinto it without muchoverhead,
while beingableto provide all thefunctionalityit promises
to provide in thefaceof regulardepartures.

We weremotivatedto studypeerto-peerhostavailability
in partto shapehe designandevaluationof a highly avail-
able,wide-aregpeerto-peerstoragesysten|15]. A primary
goalof thesystenisto provide ef cient, highly available le
storageavenwhenthesystenis comprisedf hostswith rel-
atively poorandhighly variableavailability. Evenso,ourre-
sultscanapplyto ary peerto-peersystemconstructedrom
asimilar collectionof hosts.

The remainderof this paperexaminestheseissuesem-
pirically by characterizinghost availability in a large de-
ployed peerto-peerle sharingsystemovera 7 dayperiod.
We malke four principal contributionsin this work: First,
we shav thata minor methodologicalimitation of previous



availability measurementbasleadto underestimated®2P
hostavailability [3,13,14]. Secondwe show thathostavail-

ability in peerto-peersystemss a complex enoughmetric
to warrantspeci cationby morethanjust a fractionalvalue
betweerD and1. Thirdly, we shaw that,for the purpose®of

storageplacementthe availability of hostsis dependenon

time-of-day but is roughly independenbf the availability

of otherhosts.Finally, we measuré¢he system-widelynam-
ics of the P2Pnetwork by calculatingthe rateat which new

hostsarrive the systemfor the rst time, andexisting ones
depart. We concludewith asummaryof our ndings.

2 RelatedWork

Saroiuetal. [13] andChuet al. [3] have characterizedhost
availability in the Gnutella[6] peerto-peernetwork by ac-
tively probing TCP/IP addressegatheredisinga Gnutella
crawler. SenandWang[14] describeda similar study us-
ing passve measuremendf o w-level datafrom multiple
routersacrossa large tier-1 ISP backbone. Finally, Long
et al. [8] measuredvorkstationavailability in the Internet
usingan active probingmethodology Unfortunately all of
theseapproachesely on IP addresseto uniquelyidentify
individual hostsover time. This assumptiorwaslikely ac-
curatefor Long's 1995study but moderndynamicaddress
assignmenprotocolssuch as DHCP can easily causethe
samehostto be countedmultiple timesandtherebyunder
estimatehostavailability. Moreover, thegrowth in the useof
NAT boxescanaffect the correctnessf a TCP/IPaddress-
probingtechnique.

Weatherspooret al. [16] analyzedthe impactof failure
on peerto-peerblock storagesystemausinga modelbased
on disk meantime-to-failure. In a separatepaper the au-
thorsalsoaddresghe issueof independencéetweenhost

3.1 Overnet

The Overnetpeerto-peer le-sharing systemis basedon
Kademlia[9] andis structuredon a distributed hashtable
(DHT). Overnethasno hierarchyi.e., all hostshave identi-
cal functionality Whena new client joins Overnet,it ran-
domly generatean|D for itself. Thisis theclient'sID, and
it remainsunchangean subsequenpins andleavesof the
client until the userdeletesthe le containingthe client's
preferences.For lookup and routing purposeseachhost
maintainsa list of neighborsandtheir IP addresses.The
detailsof thislist canbefoundin [9].

We measurghe Overnetsystento modelhostavailability
for two reasons:

e Overnetusersare identied by immutable IDs, en-
ablingusto trackhostsby ID ratherthanby IP address.
Using IDs eliminatesthe problemof hostaliasingvia
DHCPandNATS.

e Host availability studiesneedto use a sufciently
widely-deploed peerto-peer network for measure-
mentsto be valid and acceptable.To our knowledge,
Overnetis the only widely deployed DHT-basedpeer
to-peemetwork.

NotethatOvernetis not anopen-sourceystemor proto-
col. As aresult,to performour availability measurements
we hadto reverseengineervariousaspectof the Overnet
protocol. Other popularopen-sourcesystemswould have
beenmorecornvenientto measurebut they do not meetthe
requirementsf our study(in particular identifying hostsby
uniquelD).

3.2 Methodology

failures. They mentionthe needto quantify dependence Our measurementinfrastructureconsistsof two compo-

betweerfailuresat a coarse-grainetkvel, i.e., failuresdue
to network disconnectiity, OS version,etc.[17] However,
theseefforts do not capturethe complexity of the peerto-
peerenvironment— particularlytheusercontrolledtransient
outagesthat dominatehost availability in most real sys-
tems. The dependencef hostavailabilities on time and
whetherthereis ary interdependenceetweenhost avail-
abilitiesstemmingfrom userbehaior have yetto bestudied
in detail.

3 Experimental Methodology

To study host availability in peerto-peersystemswe ac-
tively measurehe availability of hostsin the Overnet le-
sharingnetwork [11]. In this section,we describeOvernet
andour reasondor choosingit over otherpopularsystems.
We thendescribeour experimentamethodologyfor period-
ically identifying hostsandsubsequentlprobingthem.

nents;the crawler andthe prober. The crawler providesus
with a global view of hostmembershign the system.The
proberallows usto getdetailedand ne-grainedinformation
onindividual hostbehaiour.

Crawler: Thepurposeof the crawler is to collecta snap-
shotof the IDs of the active hostsin the network at a par
ticular point in time. It doesso by repeatedlyrequesting
50 randomlygeneratedDs. Theserequestdeadto the dis-
covery of somenumberof hosts. The crawler repeatshe
procesdy sendingrequestdor the same50 IDs to all the
newly discoveredhosts. Thusthe crawler usesa recursve
algorithmto discovertheIDs of hostsin thenetwork by per
forminglookupsto asmary hostsasit can nd. Thecrawler
runsonceevery 4 hoursto minimize impacton the system
asit locatesthesehosts.

Prober: The purposeof the proberis to periodically
probea setof hoststo determinewvhetherthey areavailable
in the systemor not at that particulartime. It usesa ran-
domsubsebf hostiDs discoveredby thecrawvler andprobes



themevery 20 minutes.We choseonly a subsetf hoststo
probebecausehe overheadf probinghostslimits the fre-
queng at which we can cycle throughthem. The prober
determineghe availability of a hostwith ID I by perform-
ing alookupfor I. Thelookupsucceedsnly if thehostwith
ID I responddo the probes.Soa successfulookupimplies
anavailablehostrunninganOvernetpeer

All our probedook exactly like normalOvernetprotocol
trafc. Thisis in contrastto previous measuremergtudies
of peerto-peemetworks[3, 13] thatuseTCP SYN paclets.
This stratgy hastwo main advantages.First, it eliminates
the problemof IP addressliasingdueto the useof DHCR,
NAT, andmultiple usersusingthe samemachine. Second,
due to Overnets lookup procedure we do not repeatedly
sendprobesto hoststhathave beenunavailablefor long pe-
riodsof time, thuskeepingour experimentsion-intrusve.

4 Results
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Figure1: Percentag®f hoststhat have more thanoneIP
addresscrosdifferentperiodsof time.

themaincausds theuseof DHCP It is commonthat,when

In this section,we presenthe resultsof our measurements a hostleavesthe systemandjoins it at a latertime, it does

and the inferencesthat we can draw from them. First,
we summarizethe dataobtainedfrom the crawler andthe
prober Then, we shav the effects of aliasing on mea-
suredavailability. Next, we shav how the distribution of
host availability variesdependingon the time over which
it is calculated. We then characterizdime-of-day effects
on hostavailability and characterizénostavailability inter
dependenceFinally, we measuregglobal hostmembership
turnoverin termsof hostarrivalsanddeparturesn Overnet.

4.1 Experiment summary

The crawler ran every four hoursfor a period of 15 days,
from Januaryl4 throughJanuary28, 2003'. Eachpassof
thecrawler yieldedapproximately0,000hostIDs, while in
a singleday or six passe®f the crawler, between70,000
and90,000hostIDs wereseen

Out of the roughly 84,0001Ds thatthe crawler gathered
onthe rst day, We chose?,400at randomfor the proberto
traceat ne-grainedtime intervals. . It probedthesehosts
every 20 minutesfor 7 days,from Januaryl5to Januan?21,
2003. Out of the 2,400hosts,1,468respondedt leastonce
totheprobes.

4.2 Aliasing effects

Althoughonly 1,468uniquehostsrespondedo the prober
atotal of 5,867uniquelP addressesespondedo the prober
Thisresultsin auniquehostlID to IP addressatio of approx-
imately1:4. Clearly, hostIP addressliasingis a signi cant
issuein deployedpeerto-peersystemsuchasOvernet.The
aliasingeffectscouldbedueto variousreasonsMostlik ely,

1Therewasa disruptionon of January21 for roughly 24 hoursdueto
storagegproblems.

sowith a differentIP address.NATs alsointroducealias-
ing into the network by makinguseof privatelP addresses
for hostsbehindthem. Anotherpossiblecauseof aliasingis
multiple usersusingthe samemachine;they will have dif-
ferentuniquelDs, but thesamelP address.

Figurel providesmoreinsightinto the natureof aliasing.
It shavs the percentagef hoststhat have more than one
IP addressver varying periodsof time. For example,even
overjustoneday, almost40% of all probedhostsusemore
thanone IP address. This numberincreasego 50% after
4 days. Theseresultsshav that measuringhostavailability
by probing hostsusing IP addressesan be very mislead-
ing. In fact, 32% of all probedhostsused ve or more|P
addressesand 12% used10 or more! Thesenumberswill
only getlargerwith longerperiodsof probing. So, probing
by IP addressdoesnot accuratelycapturethe availability
characteristic®f the hosts. IP addresgprobingwould con-
sidereachlP addressnew host,thusgreatlyoverestimating
the numberof hostsin the systemandunderestimatingheir
availability.

To evaluatethe implications of IP addressaliasing on
modeling host availability, we derive the host availability
distributionsfor both probingtechniques.Figure 2 showvs
the cumulatve distribution of host availability calculated
oversevendays.We calculatehostavailability for eachhost
by dividing the numberof probesthat a hostrespondgo
by the total numberof probes. The darker line shaws the
accuratedistribution obtainedby usinghostIDs to identify
individualhostswhile thelighterline shavsthedistribution
calculatedby usingthe rst IP addresshatwasseerfor each
hostID; the lighter curve is reminiscentof the availability
cunvein the popularGnutellastudy [13]. Thereis a signi -
cantdifferencebetweerthetwo curves,with thelP address-
baseccalculationgreatlyunderestimatingostavailability.
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Figure 2: Host availability derived using unique host ID
probesvs. IP addresgprobes.

Thedifferencein thesedistributionsdemonstratethe ex-
tentto which using IP addresseso identify hostsis inac-
curate. For example,the darker curve shavs that 50% of
hostshave availability 0.3 or less,but, if we hadusedthe
IP address-basegrobing denotedby the lighter curve, we
would concludethat50% of all hostshave availability 0.07
or less. Using IP addressewould thusunderstimatewvail-
ability by a factorof four. If we hadusedthe IP address
methodologyto parameterizéhe designof a highly avail-
able storagesystem,we would malke morereplicasof les
thanrequiredto compensatdor the apparentlylow avail-
ability andwastestoragespace For example,in onemodel
of peerto-peer le availability [2], the numberof le repli-
casrequiredto maintaina99% le availability givenamean
hostavailability of 0.07is ve timesthe storageoverhead
comparedo the numberof replicasrequiredgivena mean
hostavailability of 0.3.

4.3 Host availability

We calculatechostavailability in Figure2 over sevendays,
the entire period of our active probemeasurementstHow-
ever, the period of time over which hostavailability is cal-
culatedcanchangehedistribution. To determinethe extent
of this effect, we variedthe time periodover which we cal-
culatehostavailability. Figure3 shavstheresultsof this ex-
periment.Over a periodof 10 hours,the distribution curve
is slightly concare, while for a period of 4 days, the dis-
tribution curve becomesornvex. Over 7 days,the corvex-
ity of the curve increasesAnd we suspecthatwith longer
periodsof measuremerthis will only increase.Putdiffer-
ently, thedistribution curve movesmoreandmoreto theleft
asthe periodover which availability is calculatedncreases.
This stemsfrom thefactthatwe areprobingthe samehosts
overtheentireperiod,andthelongerthe periodof time, the
greatetthe chance®f ahostbeingunavailable.We arecon-
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Figure 3: The dynamicnatureof the availability distribu-
tion. It varieswith thetime periodoverwhich availability is
calculated.

tinuingour probingmeasurementer longerperiodsof time
to validatethis hypothesis.

Theimplicationis that, whenusingan availability distri-
bution to characterizénostsin the systemor simply usinga
fractionalvalueto re ect meanhostavailability in modelsof
systembehaior (e.g.,[4]), oneneeddo alsospecifythe pe-
riod of time overwhich the availability measuremertolds.
Also, thefactthathostavailability decreasesverlongerpe-
riods of time motivatesthe needfor periodic le refreshes
(redistritutions,or re-insertions)n the system.

4.4 Time-of-day effects

Next, we characterizéheeffectof time-of-dayon hostavail-
ability. To do this we needto seehow the hostavailability
patternvarieswith local time, wherelocal time is basedon
thegeographidocationof eachhost. To calculatdocal time
for eachhost, we use CAIDA's Netgeotool [10] to deter
minethelongitudeof the hostusingits currentlP addresst
thetime atwhichit wasprobed.Wethenmaphostlongitude
to alocaltime zone.

Figure 4 shawvs the numberof available hostsasa func-
tion of localtime atthehosts'geographidocation. Theticks
onthex-axiscorrespondo midnightonthedaysthatarela-
beled,andthis appliesto all following time-seriesgraphs.
As with other studiesof peerto-peersystems,the graph
shaws a diurnal pattern[3]. The differencebetweenthe
maximumandminimum numberof availablehostsin a sin-
gledayis roughly 100.

We alsofoundthaton averagetherewere9413hostjoins
andleavesperday, or 6.4 joins andleavesperhostperday.
This gure is considerablegiventhat the numberof hosts
thatwere probedandrespondedo probeswereonly 1468.
In a systemsuchas CFS,which actively replicatesobjects
immediatelywhenit learnsof ahostjoin or leave, this could
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Figure4: Diurnal patterngn numberof availablehosts.

causea largeamountof overheadn termsof the amountof
datatransferredbetweerhosts.

The otherfeatureto noticein this graphis the steadyde-
creasein the total numberof hoststhat are available over
subsequerdays,whichwasre ectedin ouravailability dis-
tribution measurementAlthough limited by a shorttrace
duration,the trendindicatesa decayof about32 hostsper
day The fact that thereis a steadydecayin the num-
ber of hostswith time indicatesthat in a systemsuchas
Oceanstorg?], frequentandperiodic le refreshesarere-
quiredto maintainhigh le availability.

4.5 Host availability interdependence

The diurnal patternindicatesthat availability varies with

time-of-day At non-peakhoursa numberof hostsbecome
unavailable. Most structuredpeerto-peerstoragesystems,
e.g., [4,9], assumehatthis happenswith very low proba-
bility, failing which, objectsstoredin the systemcould be
lost forever. To our knowledge,thisis the rst studyto in-

vestigatehe extentthatthis assumptiorholds.

We characterizeéhe dependenceetweenevery hostpair
using conditionalprobabilities. Considertwo hostsX and
Y. We needto determinethe conditional probability of Y
beingavailablegiventhatX is availablefor a giventime-of-
dayt. Call this value P(Y=1/X=1). If this is equalto the
probabilitythatY is availablewhetheror not X is available,
or P(Y=1),thenX andY areindependentlf independent,
thenthe availability of X attime ¢ doesnotimply anything
aboutthe availability of Y atthattime.

We calculatedP(Y=1/X=1) and P(Y=1) for every host
pair from our empiricaldatafor eachhourin thetrace.Fig-
ure5 shavstheprobabilitydensityfunctionof thedifference
betweerthesetwo values.The graphshowvs that morethan
30%of all pairshave 0 difference.Further 80% of all host
pairslie betweent0.2 and-0.2,indicatingthatthereis sig-
ni cant independencbetweerhostpairs. Soif we wereto
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Figure5: Probabilitydensityfunction of the differencebe-
tweenP(Y=1/X=1)andP(Y=1).

pick a small subsebf hostsrandomly it is highly unlikely
thatthe availabilities of all of themare stronglydependent
on eachother, eventhougheachmay shaw a strongcorrela-
tion with time of day. For example,in CFS,the sizeof this
subsets 6, while in Kademlia, it is 20. The probability of
all thesehostsfailing togethemvould bevery low.

4.6 Arrivalsand departures

Hostturnoveris importantfor peerto-peersystemshatrely
upon long-term host membership. For example, archival
peerto-peerstoragesystemdik e Oceanstoreisea high de-
greeof redundang to maskhostfailuresanddeparturesver
time. The rate of hostturnover fundamentallydetermines
therateat which the systemmustrefreshandrestorethere-
dundang in the systemto maintain le availability [2, 16],
andthe overheadhatthis proces®ntails.

To characterizéhostmembershigurnoverin Overnetwe
would like to determinethe rate at which newv hostsenter
the systemfor the rst time (arrive) andthe rate at which
existing hostsleave the systempermanently(depar). Note
thedistinctionwith hostjoins andleaves,which referto in-
termittentdisconnectionsf hostsfrom the system We esti-
matearrival anddeparturgatesin Overnetusingthe 15-day
crawler traceof active hosts. We considerthe rst occur
renceof a hostID in the traceasan arriving host,andthe
lastoccurrencef ahostlD asadepartinghost.

Figure 6 shavs hostarrivalsanddeparturessa fraction
of the numberof active hostsin the systemfor eachday
in the trace. For perspectie, duringthis periodthe crawvler
foundthatroughly85,000hostsin Overnetwereactive each
day. Fromthe graph,we seethat Overnethasa signi cant
degreeof turnover. Eachday, new hostsnever seenbefore
in the trace compriseover 20% of the system(or roughly
17,000hosts/day) At the sametime, existing hostsarede-
parting at roughly the samerate. As a result, the overall
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Figure6: New hostarrivals andexisting hostdeparturesn
Overnetasa fraction of all hostsin the system( approxi-
mately 85,000during this period). The high valuesat the
beginningandendof the periodareartifactsof startingand
endingthetrace.

sizeof Overnetstayedconstanbver our traceperiod. Since
ourtraceis only 15 days,though,theseresultsonly capture
short-termturnover. We arecontinuingour traceto capture
long-termturnoveraswell.

5 Summary

In this papemwe studiedseveralcharacteristicef hostavail-
ability in the Overnetpeerto-peer le sharingsystem,and
discussedheimplicationsof our ndings onthedesignand
operatiorof peerto-peersystemsWe foundthatIP address
aliasingis a signi cant problemin thesesystemsandthat
measurementccordingto hostIP addressigni cantly un-
derestimat@eerto-peerhostavailability. We alsoarguethat
availability is notwell-modeledy asingle-parametatistri-
bution, butinsteads acombinatiorof two time-varyingdis-
tributions: (1) short-termdaily joins andleavesof individ-
ual hosts,and(2) long-termhostarrivalsanddeparturesin
our Overnettrace,both behaiors signi cantly impacthost
availability. For a given setof hostsprobedata ne time
granularity eachhostjoined andleft the system6.4 times
a day on average. For a global crawl of all active hostsin
the systemat a coarsergranularity we alsofound that host
turnoverin thesystenmis considerableover20%of thehosts
in systemarrive anddepartevery day. Peerto-peersystems
musttake into accountothsourcef hostunavailability to
gracefullyandef ciently provide highly availableservice.
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