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Abstract. We presenta generalmethodto prove securitypropertiesof crypto-
graphicprotocolsagainstactive adversaries,when the messagesexchangedby
thehonestpartiesarearbitraryexpressionsbuilt usingencryptionandconcatena-
tion operations.The methodallows to expresssecuritypropertiesandcarry out
proofsusinga simplelogic basedlanguage,wheremessagesarerepresentedby
syntacticexpressions,anddoesnot requiredealingwith probabilitydistributions
or asymptoticnotationexplicitly. Still, we show thatthemethodis sound,mean-
ing thatlogic statementscanbenaturallyinterpretedin thecomputationalsetting
in sucha way that if a statementholds true for any abstract(symbolic)execu-
tion of the protocol in the presenceof a Dolev-Yao adversary, then its compu-
tationalinterpretationis alsocorrectin thestandardcomputationalmodelwhere
the adversaryis an arbitraryprobabilisticpolynomialtime program.This is the
�rst paperproviding a simpleframework for translatingsecurityproofsfrom the
logic settingto thestandardcomputationalsettingfor thecaseof powerful active
adversariesthathave total controlof thecommunicationnetwork.

1 Intr oduction

Cryptographicprotocolsareafundamentaltool in thedesignof securedistributedcom-
putingsystems,but they arealsoextremelyhardto designandvalidate.Thedif�culty of
designingvalid cryptographicprotocolsstemsmostly from thefact thatsecurityprop-
ertiesshouldremainvalid evenwhentheprotocolis executedin anunpredictablead-
versarialenvironment,wheresomeof theparties(or anexternalentity)aremaliciously
attemptingto make theprotocoldeviatefrom its prescribedbehavior.

Two approacheshavebeendevelopedto formulateandvalidatesecurityproperties:
thelogic approachandthecryptographicapproach.Thelogic approachis basedon the
de�nition of anabstractsecuritymodel,i.e., a setof rulesthat specifyhow theproto-
col is executedandhow an adversarialentity may interferewith the executionof the
protocol.Within this model,onecanprove that it is not possibleto reacha con�gu-
ration thatviolatesthedesiredsecurityproperty, usingtheaxiomsandinferencerules
of thesystem.So, in the logic approachcryptographicprimitivesareaxiomatizedand
treatedasabstractoperations,ratherthenbeingexplicitly de�ned. A differentapproach
is takenby (complexity theorybased)moderncryptography,wherebasiccryptographic
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primitivesareexplicitly constructed, andprovedto satisfysomewell de�ned (compu-
tational)securityproperty(possiblyundersomecomputationalhardnessassumption).
Then,theseprimitivesarecombinedto build higherlevel protocolswhosesecuritycan
beformally provedwithin ageneralcomputationalmodel.

The cryptographicapproachis widely consideredasthe mostsatisfactory from a
foundationalpoint of view, asit guaranteessecurityin thepresenceof arbitrary(prob-
abilistic polynomialtime) adversaries.Unfortunately, this powerful adversarialmodel
makesalsoprotocolanalysisaverydif�cult task.Typicalcryptographicsecurityproofs
involve thede�nition of complex probabilityspaces,theuseof asymptoticnotionslike
polynomial time computabilityandreductions,negligible functions,etc.,andthe ac-
curateaccountingof the successprobability of all possibleattacks.Proving security
of a protocolusingthe logic approachis comparatively muchsimpler:oncethe rules
governingtheexecutionof theprotocolareestablished,securitycanbeeasilyobtained
usingtheaxiomsandinferencerulesof logic. Theadvantageof theaxiomaticapproach
is alsoits main weakness:sincesecurityis axiomatized(asopposedasbeingde�ned
from morebasicnotions)it is usuallyhardto assessthesigni�canceof asecurityproof
in this framework. Proving securityin a certainlogic framework only meansthata for-
mal statement(expressingthe desiredsecurityproperty)follows from a given setof
axiomsthataim to modelthesecurityfeaturesof typical cryptographicprimitivesused
in the implementationof theprotocol.However, sincethesecurityaxiomsdo not typ-
ically hold true in realisticmodelsof computation,it is not clearif the formal proofs
allow to assertanythingaboutconcreteexecutionsof theprotocol.

Recently, therehasbeengrowing interestin trying to bridgethesetwo approaches,
with theambitiousgoalof comingup with logic systemstogetherwith computational
interpretationsof logic formulasin thestandardcomputationalsetting,sothat if a cer-
tain statementcanbe proved within the logic, and the cryptographicprotocol is im-
plementedusingprimitivesthatsatisfystandardcryptographicsecurityproperties,then
the computationalinterpretationof the securitystatementis alsovalid in the compu-
tationalsetting.This allows to prove that a protocolmeetsstrongsecurityproperties
(astypically consideredby thecryptographyandcomplexity theorycommunity),while
retainingthe simplicity of the logic basedapproachin de�ning securityandcarrying
outproofs.

An importantsteptoward bridging the gapbetweenthesetwo approaches,while
retainingthe simplicity of the logic formulation,hasbeenmadeby Abadi andRog-
away in [2], wherea simple languageof encryptedexpressionsis de�ned, and it is
provedthatif two expressionsareequivalentaccordingto a(syntacticallyde�ned)sim-
ple logic formalism,thenalsotheirnaturalcomputationalinterpretationsareequivalent
accordingto thestandardnotionof computationalindistinguishability. Thelogic of [2]
is now well understoodfrom a computationalpoint of view, with completenessresults
[18] showing that if a suf�ciently strongencryptionschemeis used,thentheany two
expressionsarecomputationallyequivalentif andonly if they canbeprovedequivalent
within thelogic, andfurtherre�nements[12] exactly characterizingthecomputational
requirementson theencryptionschemeunderwhich this equivalenceholdstrue.How-
ever, thelogic modelof [2,18,12] is extremelysimple,andallows to describe(see[1])
only thesimplestkind of attacks,whereasetof partiesis communicatingoverapublic



network,andanadversaryis monitoringtheirconversationsin theattemptof extracting
additionalinformation.Suchanadversary, thatcanobserve the transmittedmessages,
but cannototherwisealter their contentor �o w, is called a passiveadversaryand is
usuallyconsideredinadequatein mostapplications.

1.1 Our Contrib ution

In this paperwe presenta logic framework that allows to model active adversaries,
thatbesideeavesdroppingall network communications,canalsodrop,modify, reroute,
or inject messagesin the network. As in [2], we considerprotocolswherethe parties
(attemptto) communicateby exchangingmessagesthatarebuilt from asetof basicele-
ments(likenonces,keysandidenti�ers) usingencryptionandconcatenationoperations,
but, differentlyfrom [2], wegive to theadversarytotal controlover thecommunication
network. Despitethecomplicationsintroducedby activeattacks,weshow thatit is still
possibleto carryoutcryptographicallymeaningfulproofswithin amodelthatretainthe
simplicity of theAbadi-Rogaway logic. In particular, we considertwo possibleexecu-
tion modelsfor theprotocols:

– a concretemodel,wherethe protocolsare naturally implementedusing any en-
cryptionscheme(satisfyingthestandardcryptographicsecuritynotionof indistin-
guishabilityunderchosenciphertext attacks)andexecutedin the presenceof an
activeprobabilisticpolynomialtimeadversary, and

– anabstractmodel,wheretheprotocolis executedsymbolically, in thepresenceof
an abstractadversarythat may modify or forgemessages,but only usinga setof
abstractruleswhendecomposingandassemblingmessages.

The rules that govern the symbolicexecutionof the protocolandthe behavior of
abstractadversariesoriginatein the work of Dolev andYao [10], andarecommonto
mostlogic basedapproachesto protocolanalysis.

We remarkthatalthoughwe considerprotocolswritten in an abstractlanguageof
symbolicexpressions,weareultimatelyinterestedin thesecuritypropertiesof thepro-
tocol whenimplementedusingstandard(computational)cryptographicalgorithms,in
thepresenceof probabilisticadversariesthatmaytossrandomcoins,andperformdif-
ferentactionsbasedon the bit representationof keys andciphertexts observedon the
network. This concreteexecutionmodel,wherea probabilisticpolynomialtime adver-
saryhasfull control of the communicationnetwork andpartiescommunicateby ex-
changingbit-stringsis exactly theexecutionmodelusedin mostcomputationalworks
aboutcryptographicprotocols,e.g.,thetreatmentof mutualauthenticationprotocolsby
BellareetPointcheval andRogaway[7,8,6].

Our main technicalresultshows that thereis a closecorrespondencebetweenab-
stractexecutionsof the protocol in the presenceof a Dolev-Yao adversary, and the
executionof the implementationof the protocol in the presenceof an arbitrarypoly-
nomialtime adversary. This correspondenceprovidesa generalmethodologyto design
andvalidatesecurityprotocolsin acryptographicallymeaningfulway, but usingsimple
abstract(symbolic)adversarialandexecutionmodels.Informally,ourmaintechnicalre-
sult shows thatwith overwhelmingprobability(over therandomcoin tossesof thepro-



tocol participantsandtheprobabilisticpolynomialtime adversary)any state1 reached
by thepartiesrunningtheprotocolcanberepresented(usinganinjectivemappingfunc-
tion) asanabstractstatein thesymbolicexecutionof theprotocolin thepresenceof a
Dolev-Yaoadversary. Thisconnectionis usedto establishthecomputationalsecurityof
therealprotocolasfollows:

– Expressthesecurityproperty� asasetof “secure”statesin theconcreteexecution
of theprotocol,and�nd asetof abstractstates� suchthatany staterepresentedby
elementsof � alsobelongsto � .

– Prove,symbolically(i.e.,within theabstractDolev-Yaomodel),thatno formalad-
versarycanmake thehonestpartiesever reacha stateoutside� .

– Concludethatno concreteadversarycanviolatethesecurityproperty � with non-
negligible probability.

Noticethatboththeprotocoldesignandanalysisis performedwithin alogic framework
whereprobabilityis notexplicitly used.A concreteimplementationof theprotocoland
computationalproof of securityis automaticallyobtainedusingour technicalresult:
sincerealexecutionscanbemappedto valid symbolicexecutionswith overwhelming
probability (say ����� ), if thereis a concretepolynomialtime adversarythat in a real
executionbringsthe systemin a stateoutside � with non-negligible probability (say
biggerthan � ), thentheremustexistsa symbolicexecutionthatbringsthesystemto a
stateoutside� .

1.2 RelatedWork

Bridging the gapbetweenthe computationalandlogic treatmentof cryptographyhas
beenthe subjectof many recentresearchefforts. The works which aremoreclosely
relatedto our paperare[2,18,1,12], which presenta simplelogic for reasoningabout
the securityprotocolswritten in a languagesimilar to ours,but only for the caseof
passive adversaries.In this line of work, our paperis the �rst oneto show how to deal
with moregeneralactiveattacks.

Otherapproachesto bridgingthe logic andcomputationalmodelsof cryptography
havealsobeenconsideredin theliterature,but they all seemconsiderablymorecomplex
than[2,18,1,12]. In [16] thenotionsof probability, polynomialboundedcomputation,
andcomputationalindistinguishabilityareincorporatedin a processcalculus,andse-
curity is de�ned in termsof observationalequivalenceon processes.Still a different
approachhasbeenconsideredin [4,3], which essentiallyprovidesa cryptographicim-
plementationof Dolev-Yaoterms,within ageneralframeworkwheresecurityis de�ned
usinga simulationparadigmsimilar to theuniversalcomposabilityframework of [9].
Anotherseeminglyrelatedwork is [13,14], which triesto give a cryptographicde�ni-
tion of secureencryptionthatcapturestheintuitive ideaof Dolev-Yaoadversaries.

1 By statewe meanthecollective memorycontentof thepartiesexecutingtheprotocol.In fact,
ourresultestablishesaconnectionbetweenabstractandconcreteexecutionsnotonly for single
statesof the systemat a given point in time, but for the entiresequenceof statesthesystem
goesthrough.



In a recentpaper[15] ImpagliazzoandKapronintroducea logic which (similarly
to [2,18,1,12]) allows to reasonaboutcomputationalindistinguishabilityin a crypto-
graphicallysoundway without the explicit useof asymptoticsandprobabilities.The
logic of [15] is muchmorepowerful thantheoneof [2, 18,1,12], allowing theuseof
limited formsof recursion.Theresultsin [15] canbeviewedascomplementaryto ours,
as they aremostly aimedat analyzingthe securityof low level cryptographicopera-
tions (e.g.,pseudorandomgenerators),whereasin this paperwe considertheanalysis
of higherlevel protocolsbasedonsecurecryptographicprimitives.

Theformal executionmodelusedin this paperis closelyrelatedto thetracebased
framework of [19], andthestrandspacemodelof [11]. Proofsin thelattermodelhave
beensuccessfullyautomated[21]. Weview ourwork asanimportantsteptowardgiving
a solidcryptographicfoundationto automatedtoolslike theonedescribedin [21].

2 Preliminaries

For a naturalnumber � we will denoteby
�

��� the set � �����	��
�


������ , andby
�

��� the set
���	���

�

��� . As usual,wewill saythata function ������� is negligible if it is smallerthanthe
inverseof any polynomial(providedthattheinput is largeenough).

SECURITY OF ENCRYPTION IN THE MULTI-USER SETTING. As usual,anasymmetric
encryptionscheme��� �!�#"%$��&�'�&()� is givenby algorithmsfor key generation,encryp-
tion anddecryption.Thekey generationfunctionis randomizedandtakesasinput the
securityparameter* andoutputsa pair of public-secretkeys �#+-,��/.&,	� . Theencryption
functionis alsorandomized,andwe denoteby �-021	�#354&67� theprocessof computingthe
encryptionof message3 usingrandomcoins 6 . Thedecryptionfunctiontakesasinput
a secretkey anda ciphertext andreturnsthe underlyingplaintext. It is mandatedthat
for any message3 andrandomcoin tosses6 , 38�9(;:

1
�#�<�=3>4�6?��� .

In this paperwe usea variantof thestandardnotionof indistinguishabilityagainst
chosen-ciphertext attack[20], in shortIND-CCA. Moreprecisely, weusetheextension
of this securitynotion to the multi-usersetting,introduced(andproved equivalentto
the standardde�nition) by Bellare,Boldyreva andMicali in [5]. The de�nition is as
follows.

We �rst de�ne a left-right selectorasa function @�A de�ned by @BA;�#3DCE�&3 FG�/H2�I�

3KJ for all equal-lengthstrings 3LCM�&3 F andfor any bit H . We measurethe“strength”of
encryptionscheme�N� whensimultaneouslyusedby anumberof � partiesby consider-
ing thepair of experimentsOQP�R�S7TVU S2W7TVX

Y[Z]\ Y

�#*-� for HI�^�-� � . Eachexperimentinvolvesan
adversary� andis asfollows.First, � pairsof keys �#+-,`_���.�,

_

� aregeneratedby running
the key generationalgorithmon input the securityparameter* , eachtime with fresh
coins.Then,theadversaryis givenasinput thesetof � publickeys +`,

F

�2




���+-,	a , andis
providedaccessto a setof � encryptionoracles���]b2c�de�f@BAg���
�2�
�/Hh�����

_=i	j aGk . Theadversary
is alsoprovidedaccessto a setof � decryptionoracles�2(g:

1hd
�������

_#i	j aGk , where .&,

_ is the
secretkey associatedto +-,-_ . The adversarycan queryany of the encryptionoracles
with any pair of messages�=3LCM�&3 Fh� (andobtainasresulttheciphertext corresponding
to 3DJ ) andalso,it is allowedto querythedecryptionoracles.Theadversaryis forbid-
denhowever to submitto decryptionoracle(

:
1hde����� aciphertext whichwasobtainedas

resultof aqueryto encryptionoracle�-021

d

�f@BA��&��������Hh�&� . At somepoint,theadversaryhas



to outputa guessbit � . The adversarywins if � � H andloosesotherwise.We de�ne
theadvantageof theadversaryin defeatingIND-CCA securityin anenvironmentwith

� usersas
�����
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Y[Z]\ Y

�=*	� ��

�

�

OQP�R[S7T�����	2T

F

Y�Z	\ Y

�#*-�<� ��� ��
��

�

OIP�R�S7T�����	2T

C

Y�Z	\ Y

�#*-�<� ���

andsaythattheencryptionschemeis � -IND-CCA secureif
�����

S�T�����	

Y[Z]\ Y

�&� � isanegligible
function for any probabilisticpolynomial time adversary ��� . The following theorem
proved[5] is usefulin deriving our results.

Theorem1. If �N� is an IND-CCA encryptionscheme, thenfor any polynomial �'����� ,
�N� is � -IND-CCAsecure.

3 Two-Party Protocols

In this sectionwe describea simple languagefor de�ning multi-party protocols,and
how suchprotocolsareexecuted.For simplicity, weconcentrateontwo partyprotocols,
wherethetwo partiesalternatein thetransmissionof messages.In Section6 weexplain
how to extendthis settingto multi-partyprotocols.

3.1 ProtocolSyntax

A simple way to representa large classof two-party protocolsis by a sequenceof
messages3 F

��
2
�
2�&3

a , where3
F

�&3��7��3����2
2
�
 arethemessagessentby the�rst player
(calledthe initiator), and 3��7��3��M�&3��7�2
�
2
 arethe messagessentby the secondplayer
(calledtheresponder).We considerprotocolswherethemessagesarearbitraryexpres-
sionsbuilt from basicvalues(like the namesof the partiesinvolved in the protocol,
randomlygeneratednoncesandcryptographickeys) usingconcatenationandencryp-
tion operations.Formally, eachmessageis representedby a termgeneratedaccording
to thefollowing grammar: "!$#&%(')'
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�

�

-

!D/

�

0�1�2�3

!

arethreesetsof basicsymbolscorrespondingto the party's
names(e.g.,*

�

� �@K`�JLg� for two partyprotocolswhereK representstheinitiator and L

theresponder),
-

!D/

� �EM�N��OMQP � theirpublickeys,and
0�1�2�3

!

� �ER
F

�OR��7�2
2
�
2�JS
F

�OS�����
2
2
��

representnoncesgeneratedatrandomby theprotocolparticipants.For example,thefol-
lowing sequenceof terms

TVUXW

�!� �]�YK �ZR Fh�e�E[
\ �h�E�]L)���^R F��JS�F��&�e�E[�_��h�@S�FG�E[
\�� (1)

representsthe well known Needham-Schroeder-Lowe protocol [17]. In this protocol,
the initiator �rst sendsits identity K followed by a freshly generatedrandomnonce

R F , encryptedunderthe responderpublic key. Theresponderreplieswith its identity,



followedbynonceR F andafreshlygeneratednonceSBF , all encryptedundertheinitiator
publickey. Finally, theinitiator concludestheprotocolby re-encryptingnonceS�F under
theresponderpublic key, andtransmittingthecorrespondingciphertext.

We remarkthat protocolsare a compactway to representtwo distinct programs
(theoneexecutedby theinitiator, andtheoneexecutedby theresponder),andtheway
they interact.For example,the initiator programcorrespondingto protocol (1) is the
following:

1. GeneratearandomnonceR F , encryptthepair �YK �ZR F � underkey M�P , andtransmit
theciphertext.

2. After receivingamessage3 � , try todecrypt3 � andparsetheplaintext as �]Lg���^R F?�OS�F2��� ,
i.e., checkthat the�rst andsecondcomponentof themessagearetheintendedre-
cipientandthenoncegeneratedin the�rst step.

3. Encryptthevalue S�F receivedin step2 underM P , andsendit to thereceiver.

Similarly, theresponderprogramwaits for a message3
F , andtriesto decrypt 3

F and
parsethe plaintext as �YK �ZR F�� . If successful,generatea randomnonce S F , and send

�YL)���YR F?�OS�F2��� encryptedundertheinitiator key M
N .

In thecryptographicsetting,whereprotocolsareexecutedin a maliciousenviron-
ment,it is importantto specifywhat happensif anything goeswrong during the exe-
cution of a program.For example,if decryptionfails, or the decryptedmessagedoes
nothavetheexpectedpattern.We assumethatif atany pointapartydetectsadeviation
from theprotocol,thenthepartyimmediatelyabortstheexecutionof its program.

Not every sequenceof messagesis the descriptionof a valid protocol.For exam-
ple, � �ER

F
�

[
_7�h�ER

F
�

[
\B� is not a valid protocolbecausethe responder, after receiving

�AR
F

�
[

_ , cannotdecryptthemessageandrecover thenonceR
F to beretransmittedin

the secondmessage�ER FG�E[
\ . In particular, we assumethat the messagestransmitted
by eachparty canbe computedfrom the previously received messagesin the Dolev-
Yao model,which will be formally de�ned when describingthe adversary. In order
to simplify thepresentationwe alsoassumethat the initiator (resp.responder)encrypt
messagesonly undertheresponder(resp.initiator) publickey. In particular, this implies
thatthemessagesreceivedby apartycanbeimmediatelyandcompletelydecrypted.We
remarkthatour techniquesseemto extendedto morecomplex protocols,whereparties
generateandtransmitnew keys on the �y (e.g.,in thecasesessionkeys to beusedin
hybridencryptionschemes),providedthatsomereasonablerestrictionsareimposedon
their use.We givesomefurtherdiscussionin Section6.

3.2 Programsand Their Execution

Notice that the expressions,typically referredto as“messages”,in the descriptionof
a protocolarenot the actualmessagesbeing transmittedduring the executionof the
protocol,but ratherthe “instructions” to be executedby a party to computethe cor-
respondingmessages.We will refer to this kind of expressionsas abstract message
descriptions. For example,theexpression“I” doesnotmeanthatthesymbol“I” should
betransmittedliterally, but theidentity of theinitiator shouldbetransmitted.Similarly,
expressionsof the form R F calls for thegenerationandtransmissionof a new nonce,



ratherthanthetransitionof symbol R F . Below, we de�ne how messagesarecomputed
accordingto a given protocol.For the sake of readability, we only give an informal
description.We considertwo differentwaysto executeaprotocol:symbolicexecution,
andconcreteexecution.

In a symbolic execution,messagesare symbolic expressions,built accordingto
grammar

 C!$#@%

startingfrom basicsymbols*

�

� � ����� ���%��
2
�
 � representingthepar-
ties,nonces

0�1�243

!

�^���D���^��
2
2
�� , andkeys
-

!$/

��M��<�JM	� �JM	
 �2
�
2
 . Messagesare
computedin theobviousway: in thecaseof symbolicexecutions,symbolsK and L are
replacedby theidentityof theinitiatorandresponder, M�NM�OMQP with theirrespectivepub-
lic keys,andnonceidenti�ers R

_

�JS

_ aresetto new noncesfrom
0�1�243

!

� ���D���^�2
�
2
 �

the�rst timethey occurin theexecutionof aprotocol,or to somevaluerecoveredfrom
previous messages.Formally, at every stageof the executionof a protocol,the local
stateof a party is representedby a programcounterpointingto which messageshould
bereceivednext, anda partial function 
 mappingthe identi�ers K �OL)�ORLF?�OS�FG��
2
2
 oc-
curring in theprogramexecutedby thatparty to correspondingsymbolicvaluesfrom

����� ���%��
2
2
����D���^�2
�
2
 . Whena messageis to be transmitted,the function 
 is used
to evaluatethecorrespondingexpressionin theprogramtext. Whena new messageis
received,thefunction 
 is �rst usedto checkthevalidity of themessage,andthenex-
tendedwith additionalbindingsobtainedfrom unifying thereceivedmessagewith the
expressionin theprogramtext. Noticethateachsymbol(e.g., R

F ) in thedescriptionof
a protocolcorrespondsto two differentvariables,onestoredwith theprotocolinitiator
andonewith theresponder. Thesetwo variablesareusuallyboundto thesamevalue.
However, whentheprotocolis executedin thepresenceof anactiveadversarythatmay
alter the messagestransmittedandreceived by the parties,this is not necessarilythe
case.So, it is importantto distinguishbetweenthe variableidenti�er RKF usedin the
descriptionof a protocolfrom thetwo variableinstancesassociatedto thepartiesexe-
cutingtheprotocol(aswell asvariableinstancescorrespondingto differentexecutions
of thesameprotocolby otherpairsof parties.)

In a concreteexecution,messagesare bit-strings,obtainedrunning the key gen-
eration,encryptionanddecryptionalgorithmsusedin anactualimplementationof the
protocol.Thistime,whenanonceidenti�er �rstly occursin theexecutionof aprotocol,
thecorrespondingpartygeneratesa randombit string(of lengthequalto somesecurity
parameter).Publickeys M

_ aremappedto bit-stringsusingthekey generationalgorithm
of somespeci�ed encryptionscheme,andcomplex expressionsareevaluatedrunning
theencryptionalgorithm,andencodingpairsin somestandardway. We alwaysassume
that thebit representationof an expressionallows to uniquelydetermineits type,and
parseit accordingly. This time,thestateof a partyis givenby aprogramcounter, anda
partialfunctionmappingthevariableidenti�ers to correspondingbit strings.As before,
thesebindingsareusedbothto evaluatethemessagesto betransmitted,andto parsethe
receivedmessages,with the main differencethat this time parsingreceivedmessages
involvestheexecutionof thedecryptionalgorithm,andcomputingtheanswersinvolves
runningthe(randomized)encryptionalgorithm.



3.3 Adversaries,ExecutionEnvir onmentsand StateTraces

We considerthe concurrentexecutionof several instancesof a given protocol. The
executionof eachprotocol instanceis calleda “session”.We assumethat the parties
executinga protocol communicateusinga network that is underthe total control of
someadversary� . The adversarycansniff messagesoff the network, sendmessages
to any sessionof theprotocolrun by any partyandobtainin returnthecorresponding
answer. Wedonotassumethatthecommunicationis guaranteed,i.e.oncetheadversary
obtainsamessagefrom acertainsession,it maychooseto neverdeliver themessageto
theintendeddestination,or maydeliveradifferentmessagespoo�ngthesenderidentity.
Wealsomodelthecollusionof somepartieswith theadversaryby letting theadversary
choosea set � of partiesandobtainall their privatekeys.

Wemodelanadversariallycontrolledcommunicationnetwork by lettingall thepar-
tiesexecutingtheprotocolsendandreceive messagesto andfrom theadversary. For-
mally, welet theadversaryinteractwith anoraclethatrunsthehonestpartiesprograms.
Theadversarymayissuethefollowing commandsto theoracle:

1. �����g� �����g� : starttheexecutionof anew instanceof theprotocol,with party � act-
ing astheinitiator, andparty � actingastheresponder. In responseto thismessage,
theoraclepicksa new sessionidenti�er � , startstheexecutionof anew instanceof
theprotocolrun by � and � , andreturnsthesessionidenti�er � togetherwith the
�rst messagetransmittedby party � to theadversary.

2. ����� �V���

'

K �&3D� : sendmessage3 to theinitiator of session� . Updatetheinitiator's
stateaccordingly, andreturnits responseto message3 to theadversary.

3. ����� �V���

'

L)�&3D� : sendmessage3 to theresponderof session� . Updatetherespon-
derstateaccordingly, andreturnits responseto message3 to theadversary.

As for the protocol execution,we considertwo different adversarialmodels:an
abstractadversarythat communicateswith the partiesvia symbolicexpressions,and
a concreteonethat usesthe bit-stringsobtainedby runningsomespeci�c encryption
algorithm.

Theabstractadversary, usuallycalleda Dolev-Yaoadversary, is constrainedin the
way it cancomputenew messagesfrom messagesit alreadyknows, asto capturethe
securityof thecryptographicoperations(in ourcaseasymmetricencryptionandgener-
ationof randomnonces.)We �rst give theformalde�nition andthenweexplain thein-
tuition behindit. Considera set � representingthemessagesthattheadversaryknows
atacertainpointduringits execution.Thissetincludesthemessagesthattheadversary
hadalreadyreceivedfrom honestparties,aswell assomemessageswhichtheadversary
is assumeto be ableto compute(for instancenew nonces).In particular, � contains
thesetof identities KD� �!� � F?� �

�
�2
�
2
�� , thesetof all public keys M������%� MLFG�JM

�
��
2
2


andaset �
	G����� of noncesymbolsdenotingthenoncesproducedby theadversary, and
(dependingon thesetting)asetof identities� thatmodelcorruptedpartiesthatcollud-
ing with the adversary. The setof messagesthat theadversarycancomputefrom � ,
denoted
�� ���������M� �%��� � is de�ned asthesmallestsetsuchthat

1. ����
�� ���������M� �%��� �

2. If �BFG���
�! 


�� ���������M� �%��� � then �"�BF?�#�
�

�
 


�� ����������� �%��� �



3. If �"�BF?�#� � �  
�� ���������M� �%��� � then �BFG�#� �! 
�� ����������� �%��� �

4. If �  
 � ����������� �%��� � then ���N�@[  
�� ���������M� �%��� � for all M  M � ���

5. If ���N�@['d  
 � ����������� �%��� � and �

_

 � then �  
�� ����������� �%��� �

Most of the constraintsabove areratherself-explanatory. The �rst three,saythat the
adversarycanconstructnew messageswhich aremessagesthat it alreadyknows (1),
arebuilt by pairingmessagesit knows(2) splittingapair thatit knows(3) or encrypting
a messageit knows with a key that it knows (4). The�fth requirementwhich captures
thesecurityof encryption,statesthat if anadversaryknows thedecryptionkey corre-
spondingto thekey usedto encrypta certainmessage,thentheadversarycanrecover
that message.Notice that this de�nition precludesthe adversaryfrom recovering the
plaintext if it doesnot know thedecryptionkey.

Therealadversaryis usuallyconstrainedto run in (probabilistic)polynomialtime,
but canotherwise,performany kindof operations.Thisis thestandardadversaryusedin
computationaltreatmentsof authenticationandothercryptographicprotocols.Thereal
adversaryalsoissuescommandsof the form ��� �;�

�

���]� , � ��� �V���

'

K`��3K� and � ��� �V���

'

Lg��3K� to theoracleenvironment,but thistime 3 canbeanarbitrarybit string.Similarly,
the oraclereplieswith bit stringscomputedby the partiesusing their keys and the
encryptionfunction.

In thesequelwe will denoteby � thesetof symbolicexpressionusedin a formal
executionandby ��� the setof all bit-stringsthat appearin a concreteexecution(pa-
rameterizedby thesecurityparameter* ). So, � is built up from a setof basicsymbols

�

�	�

a�
��

(containingidentities,keys andnonces)by using the grammar

 "!$#&%

. Simi-
larly, �

� is built up from a setof basicbit-strings �

�	�

a�
	�

�

, by pairing andencryption.
Here,pairing is assumedto be donevia somestandard(invertible)encoding,anden-
cryption is doneby runningthe encryptionalgorithmof a �x ed concreteasymmetric
encryptionscheme�N� . The oracleenvironmentsfor the formal andfor the concrete
executionmodelsaredenotedby 
�� and 
�� .

If *

�

!

2

?

8��

!D#

� is thesetof identi�ers usedin theabstractdescriptionof aprotocol,
and

U�� �

is thesetof all possiblesessions,thentheglobalstatesmaintainedby 
�� and

�� aregivenby pairs ��� ���-� respectively ���V�! f� , where

�

'

U�� �#"

�@K`�JLg�%$ �Y*

�

!

2

?

8��

!$#

�

$&�

�	�
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	�

� �

'

U�� �'"

�EK �OLg�($ ��) � �+* �G�
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�

'

U�� �'"

�EK �OLg�%$ �Y*
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8��

!$#
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$,�

�	�

a�
��

�

�  

'

U�� �#"

�@K`�JLg�%$ ��) � �-* �G�

Here � � �M�OK]� givesthe local stateof the initiator of session� , in theformal execution,
�����M�OK]� the local stateof the initiator of session� in the formal executionandso on.
Functions� and  returntheindex of thenext messageexpectedby a party, or * if the
party�nished theexecutionof theprotocol.

In theformalworld anadversary��. is simplya list of queriesof thetype � ��� �V���

'

R ��� � (for simplicity weassumethatall possiblesessionshavebeenalreadyinitiated).
We emphasizethat this is without lossof generalitysincesecuritypropertiesin this
settingconsiderall valid adversaries.

We call onesuchadversarya valid Dolev-Yao adversary, or simply valid, if each
of the queriesthat it sendsis in the closureof the set formed by some�x ed set of



adversarialnonces(disjoint from the noncesusedby the honestparties),identitiesof
parties,public keysof partiesandtheresponsesthatit receivesfrom 
�� . Theresultof
the interactionbetweentheadversaryandtheoracleis thesequenceof statesthrough
whichtheoracle
�� passes.Soif ��� C ��� C � is theinitial stateof 
�� , for each

���

� , state
���

_

���

_

� is obtainedfrom state ���

_

T

F �!�

_

T

F � asresultof the
�

th queryof theadversary.
We denotethesequence�&��� C ��� C �e����� F ��� F �e�2




 � by

U��

���=� .`� 
�� � andcall it theformal
statetraceof theexecutionof ��. . Thesetof all formal tracesis denotedby � ��� 6�� ��� .

In theconcretemodeltheexecutionis randomized,sincegeneratingkeys, random
noncesandencryptionsinvolvestheuseof randomcoins.Nevertheless,for eachcon-
creteadversary� � wecande�ne asimilarstatetraceoncetherandomnessof theoracle
andthatof theadversariesare�x ed.We will denoteby

U��

���=� � �YL

Y

�e��
����YL	� ��� con-
cretestatetrace �&���?CE�  CG�e������F?�  =Fh�h�2


�
�� triggeredby the queriesof the adversaryto the
oracleenvironment,whentherandomcoinsof theadversaryandthoseof theenviron-
mentare L

Y and L	� respectively. The setof all possibleconcretetracesis denoted
� �
� 6�� ��� . We will give thefully formal de�nition in thefull versionof this paper.

4 Faithfulnessof the Formal ExecutionModel

In this sectionwe show that whenthe encryptionschemeusedin theconcreteimple-
mentationis secure,thenconcretestatetracesaretightly relatedto statetracesof valid
formal adversaries.More precisely, we show thatalmostalwaysa concretestatetrace
canbe obtainedby composingthe statetraceof a valid formal adversarywith a rep-
resentationfunction thatmapssymbolsto bit-strings.So, in somesense,the concrete
adversarydoesnot have morepower thantheabstractDolev-Yaoadversaries.We will
formally show how thisconnectionallowsto translatesecurityresultsfrom theabstract
to theconcreteworld in Section5

De�nition 1. We call a function �

'

�

�	�

a�
��

$&�

�	�

a 
��

�

a representationfunctionif it is
injective, and � ���

c

� � �

c

�

, � ���

a

� � �

a

�

and � ���

_

� � �

_

�

.

De�nition 2. Let ���
� 6�� �����?CE�  C��h��� ��FG�! =Fh�e��
�



�����

a

�  

a

�&� beaconcretestatetrace, � ��� 6��

�&����CE�!��CG�h����� F7�!�]Fh�e��
�



�����

a

���

a

��� be a formal statetraceand �

'

� $ � be a repre-
sentationfunction.We saythat ����� 6 is an implementationof � ��� 6 via representation
function � , notation � ��� 6���� ����� 6 if for each ���

�

� � it holdsthat �

_

4��8� �

_ and
also �

_

�  

_ . Wesaythat ����� 6 is an implementationof � ��� 6 , notation � �
� 6�� ���
� 6 if for
somerepresentationfunction � it holdsthat � ��� 6���� ����� 6 .

Theabovede�nition saysthataconcretetraceis a representationof anabstracttraceif
it is possibleto renameconsistentlyall symbolsin theabstracttracewith bit-strings,as
to obtaintheconcretetrace.Anotherpossibleinterpretationis that theabstracttraceis
anabstractrepresentationof theconcretetrace(via theinverseof function � ).
Informally, the core of our papersaysthat a concretestatetraceobtainedby �xing
the randomnessof the adversaryandthat of the oracleenvironment,is a representa-
tion of the statetraceof an abstractattackwhich satis�es the Dolev-Yao restrictions,
with overwhelmingprobabilityover thecoinsof theadversaryandthoseof theoracle
environment.



Theorem2. Let � bea protocol.If �N� usedin theimplementationis IND-CCAsecure,
thenfor anyconcreteadversary � �
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for somenegligible function � ����� .

Proof. Since IND-CCA security implies IND-CCA security in a multi-user setting
(Theorem1) it is suf�cient to prove the theoremunder the assumptionencryption
schemeis IND-CCA securein themulti-usersetting.

We split the proof of the theoremin two parts.First we show that for any trace
U��

���=� � �]L

Y

�e��
����YL	� �&� , obtainedby �xing therandomnessof theoracleenvironment
andthatof theadversary, it is alwayspossibleto �nd anabstractadversary� . (anda
representationfunction � ) suchthat

U �

� � � . ��
�� � � �

U��

�&�=� ���]L

Y

�e� 
����YL
�

�&� . For
this we provide a constructionof ��. , which essentiallyextractsa formal attackfrom
theconcreteattack.In thesecondpartof theproofweshow thattheconstructedformal
attacker ��. satisfytheDolev-Yaorestrictionswith overwhelmingprobability(overthe
choiceof thecoinsof theadversaryandthoseof theoracleenvironment),or otherwise
the encryptionscheme��� usedin the concreteimplementationis not

T��

-IND-CCA
secure,whereby

T��

wedenotethenumberof partiesin thesystem.

STEP I . The intuition behindthe constructionis the following. Sinceall coinsdeter-
mining theexecutionare�x ed,all bit-stringsrepresentidentities,keys andnoncesthat
appearin thecomputationarealso�x ed,andthuscanberecovered.Thenbycanonically
labelingall theseconcreteconstantswith abstractsymbols,onecantranslateeachmes-
sage� ��� � � �

'

R ���7� of theconcreteadversaryinto anabstractmessage� ��� �V���

'

R �����

suchthat � is a representationof � . Thesequenceof abstractqueries� ��� �V���

'

R �����

determinetheabstractadversary. This is doneasfollows.Thekeysandnoncesusedby
honestpartiescanbedirectly determinedoncetheir coin tossesare�x ed.Thetrickier
part is to obtainthe stringsthat the adversaryusesasnonces,(sincethesecannot be
obtaineddirectly from therandomnessof theadversary).Nevertheless,we cando this
by trackingandparsingthequeriesof theadversary. Wheneverweencountersomebit-
string � of type noncewhich is not thenoncegeneratedby an honestparty, thenthat
stringis certainlya nonceproducedby theadversary. So,we introduceanew (symbol)
adversarialnonceR

Y

c

andassignit to denote� . We will denotethe formal adversary
constructedthiswayby �

. .

STEP I I . The secondstepof the proof is to show that the adversary � . obtainedas
above computesits messagesfollowing the Dolev-Yao restrictions.We prove this by
constructingan adversary � againstthe encryptionscheme.Adversary � runs �

� as
a subroutineandwe prove that � wins in the IND-CCA gamepreciselywhentheab-
stractadversaryassociatedto the run of �

� is not Dolev-Yao. If this happenswith
non-negligible probabilitythen � is anadversarythatcontradictsthesecurityof �N� .

The key observation is the following. Considerthe queries�7FG���
�

�2


�
 madeby �
�

while run asa subroutine,andlet �
. betheabstractadversaryassociatedto �

� . Then
�

. makesqueries�gFG���
�

��
�


 whichareabstractrepresentationsof thequeries�7FG���
�

�2


�
 .
Assumethatoneof thequeriesof �

. , say �

_ , is not Dolev-Yao.In this caseit is easy



to seethat �

_ mustcontainanoccurrenceof somenonceR (generatedby thehonest
parties)which doesnot appearin clearin noneof the answersthat � . obtained,and
moreover � . cannot recover thisnonceby standardDolev-Yaooperations.Otherwise,

� canbecreatedby theadversary.

Wedistinguishtwo cases.Thesimplercaseis when �

_ containsR unencrypted.In
thiscase,message�

_ alsocontains� unencrypted,i.e. theadversarymanagedto recover
nonce� from ciphertextsheshouldnothavebeenableto decrypt,i.e. it managedto the
breaktheencryptionfunction.

The secondcaseis when R appearsin �

_ encrypted,so �

_ hasa subtermof the
form � � � �

�

RD� �@[ form someterm �

�

RD� containingR andsomekey symbol M . In
this case,neither � nor �

�

RD� appearedin clear (sinceotherwise �

_ could have been
built by theadversary.) Soin theconcreteworld, � � makesquery �

_ whichcontainsan
encryptionof � which he hadnot previously seen,so in this case� � alsocontradicts
thesecurityof theencryptionscheme.

In this extendedabstractwe only provideanoverview of theconstructionof anthe
adversary� . A detaileddescriptionwill beprovidedin thefull versionof this paper.

Since � is anadversaryagainst
T �

-IND-CCA encryption,it hasaccessto
T��

left-
right encryptionoracles,andalsoto thecorrespondingdecryptionoracles.� will use
his accessto theseoraclesto mimic thebehavior environment 
�� , in which thepublic
keys of the partiesare the public keys of the encryptionoracles.Justsimulatingthe
behavior would be easyfor � : it cansimply selectall randomnoncesof the honest
parties,andthenwhentheadversarymakesa queryto 


� , � canparsethequery(by
usingthedecryptionoracles)computeanappropriateanswerby following theprogram
of thehonestparty, returnit to theadversaryandsoon.

Theadversary� thatwe constructdoessomethingmoreclever thanthat.For sim-
plicity of theexpositionassumefor now that � “knows” thenonceR andthe term �

suchthat � is notavalid Dolev-Yaoquery, and R is thenoncethatwedescribedabove.
For his simulation, � selectsall concretenoncesof thehonestparties(excepttheone
correspondingto R .) For thisnonce,� selectstwopossibleconcreterepresentations��C

and ��F . Then � startsrunningtheattacker �
� carryingthesimulationalongthe lines

we havedescribedabove: it parsesqueriesof theadversaryby usingthedecryptionor-
aclesto which it hasaccess,andanswersthequeriesby following theprogramsof the
honestparties.Therearetwo importantpointsin which thesimulationdiffersfrom the
trivial simulationthatwedescribedabove.First,when � needsto passto � � responses
for which theabstractrepresentationcontainsR , � computesaconcreterepresentation
in which R is replacedby ��J , where H is theselectionbit of the left-right encryption
oracles.This is possiblesince R appearsonly encrypted,so we can createconcrete
representationsusingtheencryptionoracles.Let usexplain.

Let �
C and �

F be the two possibleconcretenoncevaluesthat � associatesto R ,
andsaythatduringhis simulationof theenvironmentoracle,� needsto passto � � the
representationof terms �AR �&['d and �AR R �@[

� . To accomplishthis, � preparesmessages
� �`CE� ��F2� and � � C �`CE� ��F ��F2� andsubmitsthemto encryptionoracles�	0�1

d

�=@�A����
�2�
�/Hh��� and
�E0�1

�
�=@�A����
�2�
�/Hh��� respectively. (Here +`,	_ and +`,�� are concreterepresentationsof the

keys M

_ and M

� ). The resultingciphertexts are then passedto �
� . Notice that it is



crucial that R never needsto be sentin clear, sincein this case � would not know
whichof thetwo possibleconcreterepresentationsto send.

Thesecondimportantpoint relatedto thesimulationof 


� , is thatwhenit parses
the messagessentby �<� , it must avoid sendingto a decryptionoraclea ciphertext
previously obtainedfrom the correspondingencryptionoracle.This would render �

invalid. This however canbe easilyavoided,since � knows the underlyingplaintext
of all ciphertexts obtainedfrom theencryptionoracles,modulowhich of theconcrete
nonces� C � � F is used(noticethatall ciphertexts obtainedfrom theencryptionoracles
containoneof thetwo nonces,andalwaysthesame).So, � cancomputeanappropriate
answer(possiblyinvolving theencryptionoraclesin thecasethat theanswerinvolves
therepresentationof R ).

Fromthepoint of view of � � , thesimulationof theenvironmentoracle 
 � is per-
fect. By now it is probablyclear how � determinesthe bit H that parameterizesthe
encryptionoracles.When �

� makes its query � (correspondingto a non Dolev-Yao
message),� interceptsthemessage,andrecoverswhich of the two values��CE� ��F was
actuallyusedin thesimulation.If theconcretenonceappearsin clear, thenthis stepis
trivial. Otherwise,i.e. the nonceappearsencrypted,� simply “peelsoff ” the encryp-
tionssurrounding�

J by usingthedecryptionoracles.This is possible,becausenoneof
theseencryptionswasobtainedfrom anencryptionoracle.

The�nal observationthatgoesin our constructionis that � doesnot know a priori
which nonceR is the“f aulty” nonce,nor doesit know which of themessagessentby
theadversarycorrespondsto theinvalidDolev-Yaoabstractmessage.But sincethetotal
numberof noncesandmessagesappearingin an executionis polynomialin thesecu-
rity parameter, � canguessbothof themwith signi�cant probability. If theadversary
guesseswrongly, soheeithercannot recoveranoncefrom thepositionthatheguessed,
or thenonceherecoversis differentfrom �VCE� ��F , then� simplyoutputsarandomguess.

Let us provide an informal analysisof the advantageof � (formal detailswill be
given in the full versionof the paper).Thereare two possibleeventsthat lead � to
successfullyguessingthebit H . First of all, if guessingR or � fail, thenheoutputs H

with probabilityhalf. Otherwise,i.e. theabstractadversary� . is notDolev-Yao,and �

guessesboththenonceR , themessage� whichis notDolev-Yaoandtheposition � in
thismessageonwhich R occursthen � correctlyguessesH . Eachof theseprobabilities
canbeboundedasfollows.For concretenessassumethefollowing: thetotalnumberof
partiesis

T
�

, thetotalnumberof messagesexchangedduringasessionis
T��

, eachparty
usesat most

T��

nonces,andeachmessagehasat most
T��

nonceoccurrences.Then,if
T��

is thetotal numberof possiblesessions,i.e.
+ U�� ��+

, then � guessesthe“right” nonce
R with probabilityat least F

�
	 �
��	 ���

, guessesthe “right” message� with probabilityat
least F

����	 ���

andthe “right” occurrenceof R with probability at least F

���

. Putting this
togetherweobtainthat

T��

�

T��

�

T��

�

T
�

�

�����
���

T

ind-cca
Y�Z	\ �

�#*-�

�
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Sincewe assumedthat �N� is IND-CCA secure,hence
T

�

-IND-CCA secure,the left
sideof theinequalityis anegligible function,hencesois theright side.In otherwords,
theadversary� . thatwe constructis nota valid Dolev-Yaoadversaryonly with negli-
gibleprobability. ��



5 Soundnessof Formal Proofs

Wenow usetheresultof theprevioussectionto proveourmainresult.In thissectionwe
provideauniformwayto specifygeneralsecurityproperties,bothin theformalandthe
concretesetting.Then,we exhibit a conditionon formal andconcretesecuritynotions

���

and
���

suchthat proving securityof someprotocol � with respectto
���

(in the
formalworld) entailsthattheprotocolis securewith respectto

���

in theconcreteworld.
Finally we provideconcreteexamplesfor thecaseof mutualauthenticationprotocols.

De�nition 3. Fix a protocol � .

1. A formalsecuritynotionis anypredicate
���

on formalstatetraces(or equivalently
anysubset

���

of � �
� 6�� ��� ). For each securitynotion
���

� � ��� 6�� ��� , wesaythat
protocol � satis�es

���

, notation �

+

� .

���

if for all valid formal adversaries � . ,
it holdsthat
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.
2. A concretesecuritynotion is any predicate

���

on concretestatetraces.For each
securitynotion

���

� � ��� 6�� ��� , wesaythatprotocol � satis�es
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, notation �
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�
�

���

, if for all probabilisticpolynomialtimeadversaries�
� it holdsthat
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where L

Y and L	� arerandomstringsof appropriatelength(i.e. polynomiallylong
in thesecurityparameter* ) and � ����� is somenegligible function.

The de�nitions of satis�ability provided above areratherstandardin the settings
that we consider. The one for the formal executionmodel statesthat no Dolev-Yao
adversarycaninducea “f aulty” formal executiontrace.Thede�nition of satis�ability
for theconcreteexecutionmodelstatesthatnoprobabilisticpolynomialtimealgorithm
caninducea faultyconcreteexecutiontrace,exceptwith negligible probability.

Wenow exhibit a relationbetweenformalsecuritynotions
�

�

andconcretesecurity
notions

�
�

suchthatproving (formally) securitywith respectto
�

�

impliessecuritywith
respectto

���

(in theconcreteexecutionmodel).Therelationis capturedin thefollowing
theorem.

Theorem3. Let
���

and
���

berespectivelyformal anda concretesecuritynotionsuch
that

�
	 � ��� 6
 

� ��� 6�� ���E��	 ���
� 6
 

� ��� 6�� ���G�h����� ��� 6
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� � 6�������� 6?��
 ����� 6
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�e


If �N� is IND-CCAsecure,

��� ��������� ��� �������

holds.

Proof. Theintuition behindtheproof is thefollowing.Let ����� 6 bethestatetracecaused
by an arbitraryadversary�

� . From Theorem2, with overwhelmingprobability there



existsavalid formaladversarysuchthatits trace� ��� 6 satis�es � ��� 6�������� 6 , andmore-
over � ��� 6  

���

(since �

+

� .

�

. ). Then,by theassumptionon
���

and
���

, with over-
whelmingprobability ����� 6  
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, i.e. �
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. Formallywe havethefollowing:
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i.e. �

+

� �

���

. ��

MUTUAL AUTHENTICATION. We now show how to apply theabove machineryto the
caseof mutual authenticationprotocol. Informally, at the end of a secureexecution
of a mutual authenticationprotocol, the initiator and the responderareconvincedof
eachother's identity. Variouswaysof formalizingthispropertyalreadyappearedin the
literature[7,8,6,11]. Our formulation is closestto the onein the latestreference,to
whichwereferthereaderfor clari�cations andmotivationsaboutthede�nition.

Therearetwo propertiesthatasecuremutualauthenticationprotocolshouldsatisfy.
The�rst property, called“initiator' s guarantee”,statesthat if in somesessionbetween
two parties,theinitiator senthis lastmessage,andthus�nished its execution,thenthere
exists somesessionbetweenthe samepartiesin which the responderalso�nished its
execution.Thesecondproperty, calledtheresponder's guarantee,saysthat if in some
sessiontherespondersenthislastmessage(andhence�nished its execution),thenthere
exists somesessionwith the sameinitiator and responderin which the initiator has
either�nished hisexecution,or is expectingto receivethelastmessageof theprotocol.
Finally, aprotocolisasecuremutualauthenticationprotocolif it satis�esbothinitiator's
andresponder'sguarantees.

We canformalize the above informal descriptionsby using the languageof state
tracesasfollows.

De�nition 4. Let �'� �����?CM���7CG�e������F7�!�]Fh�h�2


�


 � bean(abstractor concrete)statetraceof
a protocolwith

T
�

rounds.
(1) Wesaythat � satis�estheinitiator' sguarantee, if for anyposition� in thetrace, the
followingconditionis satis�ed.If for some�I�!�

�

����� �&�
 

U � �

it holdsthat �
b

� �M�OK]�'� *

thenfor some��� �!�

�

� �M� ���
�
 

U�� �

it holdsthat �
b

� ���=�JL �'� * .
(2) Wesaythat � satis�estheresponder'sguarantee, if for anyposition� , thefollowing
conditionis satis�ed.If for some�Q�!�

�

� �M� �&�
 

U�� �

it holdsthat �
b

���M�JL �'� * thenfor
some���V� �

�
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U�� �

it holdsthat �
b

����� �OK]�'�

T
�

or �
b

����� �OK]�'� * .
(3)Wesaythat � satis�esthemutualauthenticationpropertyif it satis�esbothinitiator' s
guaranteeandresponder'sguarantee.

Let us denoteby ���

� (respectively by ���

� ) the mutualauthenticationproperty
in the formal (respectively in theconcrete)executionmodel.It is a simpleexerciseto



show that ���

� and ���

� satisfytheconditionsof Theorem3. As a consequence,for
any protocol �

��� ���������

implies
��� ���������

6 Extensionsand Work in Progress

For simplicity of exposition,theframework thatwe presentedin Sections4 and5 con-
centrateson a settingwherepartiesexecutemultiple instancesof a a singletwo-party
protocol.The formal andcomputationalmodelsthatwe presentedcanbe extendedin
a numberof ways,allowing analysisof an increasinglylarger classof protocols.In
this sectionwe presentanddiscusssomeextensionswhich we have considered.These
extensionsinclude:

– consideringmulti-partyprotocols(asopposedto only two-partyprotocols);
– consideringexecutionmodelsin whichpartiesexecuteinstancesnotof asinglebut

of a setof protocols;
– extendingtheprotocolspeci�cationlanguagewith othercryptographicprimitives,

e.g.symmetricencryption,digital signatures,messageauthenticationcodes;
– consideringmore �e xible rules for writing protocol,allowing for instancetrans-

missionof encryptedkeys, forwardingof ciphertexts(without decrypting);
– developingamoregeneralexecutionmodelinvolving reactiveparties;
– generalizeourabstractde�nition of securitynotionsto capturesecrecy properties.

Ourbasicsettingeasilyextendsto amoregeneralexecutionmodelin whichparties
executeseveral multi-party protocols, �

F
�����7�2
�
2
�� �;b , simultaneously. In the sequel

we sketchsomedetailsof this extension.A multi-partyprotocolcanbenaturallyspec-
i�ed by a sequenceof actionsof theform � $ �

'

� , where � and � arethesender
andthereceiver respectively, and � is a representationof themessagethat � sendsto

� , constructedfrom variablesin *

�

!

2

?

8��

!D#

� , usingthegrammarfor

 C!$#@%

.
Givena protocolspeci�edasa list of actionsof theform � $ �

'

� , theprogram
run by someparty � is determinedby selectingfrom the list of actionsonly those
actionswhich involveparty � aseithersenderor receiver. Theindividual executionof
theseprogramsin both the formal andthe computationalmodelsremainsessentially
unchanged.Furthermore,our formalizationof theglobalexecutionof theprotocols(for
boththeformalandtheconcreteworld) canbeeasilyadapted.Thefollowingdiscussion
pertainingto the formal model,appliesto theconcretemodeltoo, with someobvious
modi�cations.

In the formal executionmodel, the behavior of the honestpartiesis modeledby
oracle 
�� maintainingtheglobal stateof theexecution.The adversaryinteractswith
theoracleby initializing new instancesof theprotocols,andpassingmessagesbetween
partiesas in the two party-case(the syntaxof the queriesneedsto be adaptedto the
settingwearediscussing.)If wedenoteby

U�� �

bethesetof sessionidsandby 3 � � the
maximumnumberof partiesinvolvedin runningeachparticularprotocol,in themulti-
user, multi-protocolsetting,we model the global stateby a pair of functions ��� �!�`� ,



where
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The intuition behindthis formalizationis the identical to the two-partycase:� � �M�  f�

givesthe local view of participantnumber in theprotocolexecutedin session� , and
�����M�  � givestheindex of thenext instructionof theprotocolwhichthesameparticipant
will execute.

The resultof the executionis againthe sequenceof statesdeterminedby the for-
mal adversary. In this case,by modelingsecuritypropertiesassetsof “secure”traces
onecancapturepropertiesof the whole system(asopposedto propertiesof a single
protocol).So, formal andcomputationalsatisfactionof securityrequirementspertains
to theentiresystem.We write � F ��������
2
2
2� �;b

+

�

� � �

to denotethefactthatprotocols
� F � ���7��
2
�
2� �;b satisfyproperty

�

. in theformalexecutionmodel.Similarly, wewrite
�

F
� ���7��
2
�
2� �;b

+

�

�
�

�

to meanthatthesameprotocolssatisfysecurityrequirement
�

�

in the concreteexecutionmodel.The formal de�nition of relations
+

�
. and

+

�
� is the

obviousgeneralizationof De�nition 3. In thefull versionof thepaperwe will include
a proofof thefollowing generalizationof Theorem2:

Theorem4. Let � FG� �
�

�2
2
�
2���
b bemulti-partyprotocolsandlet

���

and
���

bea for-
mal, respectivelya concretesecuritynotionsuch that
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Then,if �N� is IND-CCAsecure then
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Anotherinterestingextensionis to enrichtheprotocolspeci�cationlanguagewith
othercryptographicprimitives,e.g.symmetricencryption,digital signaturesandmes-
sageauthenticationcodes.It seemsthat our simplemodelsandresultscanbe imme-
diatelyextended,if we only considerprotocolsin which partiesnever sendencryption
of secretkeys. We remarkthat theproblemof encryptedsecretkeys hasalsobeenen-
counteredin thecomplex framework of [4], whereit is pointedout thatincludingsuch
encryptionsin their treatmentis quite problematic.In contrast,we discoveredthat by
imposingcertainrestrictions,our resultscanbeextendedto protocolsin which parties
exchangeencryptionof secretkeys. For instance,our resultshold in a settingwhere
partiesgenerateandsendencryptionsof symmetrickeysunderthepublickeysof other
parties,andlaterusethesymmetrickeysto encryptothermessages.Werequirehowever
that symmetrickeys arenever usedto encryptothersymmetrickeys. The restrictions
thatwe considerarequite reasonablefrom a practicalpoint of view, andcurrentlywe
areseekingtheweakestlimitationsunderwhichour resultstill holds.

Yet anotherextensionis to considerprotocolswith input andoutput,or evenmore
generally, reactiveprotocolsin which partiesacceptinputsandproduceoutputsduring
theexecution.While comingup with modelsfor this kind of protocolsdoesnot seem
to poseany dif�culties, �nding appropriate,generalde�nitions for securitynotionsis
a moresubtleproblem.In particular, suchgeneralde�nitions shouldencompasssome
formalandcomputationalsecrecy notionsto whichourresultcanbeextended.Wenote



that this would enableanalysisof a largeclassof protocolsfor which secrecy require-
mentsarecrucial,e.g.key exchangeprotocols,which makesthis directionparticularly
interestingto follow in our futureresearch.
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