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Abstract. We presenta generalmethodto prove securitypropertiesof crypto-
graphicprotocolsagainstactive adwersarieswhenthe messagesxchangedoy
thehonestpartiesarearbitraryexpressionsuilt usingencryptionandconcatena-
tion operationsThe methodallows to expresssecuritypropertiesand carry out
proofsusinga simplelogic basedanguagewheremessagearerepresentetyy
syntacticexpressionsanddoesnot requiredealingwith probability distributions
or asymptoticnotationexplicitly. Still, we shav thatthe methodis sound,mean-
ing thatlogic statementsanbe naturallyinterpretedn the computationabetting
in sucha way thatif a statemenholdstrue for ary abstract(symbolic) execu-
tion of the protocolin the presenceof a Dolev-Yao adwersary thenits compu-
tationalinterpretatioris alsocorrectin the standarccomputationamodelwhere
the adwersaryis an arbitrary probabilisticpolynomialtime program.This is the
rst papermproviding a simpleframenork for translatingsecurityproofsfrom the
logic settingto the standarccomputationasettingfor the caseof powerful active
adwersarieghathave total control of the communicatiometwork.

1 Intr oduction

Cryptographigrotocolsareafundamentatool in thedesignof securaistributedcom-
putingsystemsbut they arealsoextremelyhardto designandvalidate . Thedif culty of
designingvalid cryptographigrotocolsstemsmostly from the factthat securityprop-
ertiesshouldremainvalid evenwhenthe protocolis executedin an unpredictablead-
versarialervironment,wheresomeof the parties(or anexternalentity) aremaliciously
attemptingto make the protocoldeviatefrom its prescribeehaior.

Two approachebave beendevelopedto formulateandvalidatesecurityproperties:
thelogic approactandthe cryptographi@pproachThelogic approachs basedon the
de nition of anabstractsecuritymodel,i.e., a setof rulesthat specifyhow the proto-
col is executedandhow an adwersarialentity may interferewith the executionof the
protocol. Within this model,one canprove thatit is not possibleto reacha con gu-
rationthatviolatesthe desiredsecurityproperty usingthe axiomsandinferencerules
of the system.So, in the logic approachcryptographigorimitivesareaxiomatizedand
treatedasabstracbperationsratherthenbeingexplicitly de ned. A differentapproach
is takenby (compleity theorybasedmoderncryptographywherebasiccryptographic
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primitivesareexplicitly constructedandprovedto satisfysomewell de ned (compu-
tational) securityproperty(possiblyundersomecomputationahardnesgssumption).
Then,theseprimitivesarecombinedo build higherlevel protocolswhosesecuritycan
be formally provedwithin agenerakomputationamodel.

The cryptographicapproachis widely consideredasthe mostsatishctory from a
foundationalpoint of view, asit guaranteesecurityin the presencef arbitrary(prob-
abilistic polynomialtime) adwersariesUnfortunately this powerful adwersarialmodel
makesalsoprotocolanalysisavery dif cult task.Typical cryptographicsecurityproofs
involve thede nition of complex probability spacesthe useof asymptoticnotionslike
polynomialtime computabilityand reductions negligible functions,etc.,andthe ac-
curateaccountingof the succesgrobability of all possibleattacks.Proving security
of a protocolusingthe logic approachs comparatiely muchsimpler: oncethe rules
governingthe executionof the protocolareestablishedsecuritycanbe easilyobtained
usingtheaxiomsandinferencerulesof logic. Theadwantagenf theaxiomaticapproach
is alsoits main weaknesssincesecurityis axiomatizedas opposedasbeingde ned
from morebasicnotions)it is usuallyhardto assesthe signi canceof a securityproof
in this framework. Proving securityin a certainlogic framework only meanghata for-
mal statemen{expressingthe desiredsecurity property)follows from a given set of
axiomsthataim to modelthe securityfeatureof typical cryptographigrimitivesused
in theimplementatiorof the protocol.However, sincethe securityaxiomsdo not typ-
ically hold truein realisticmodelsof computationjt is not clearif the formal proofs
allow to assertanything aboutconcretesxecutionsof the protocol.

Recentlytherehasbeengrowing interestin trying to bridgethesetwo approaches,
with the ambitiousgoal of comingup with logic systemdogethemwith computational
interpretation®f logic formulasin the standarccomputationabetting,sothatif acer
tain statementan be proved within the logic, and the cryptographicprotocolis im-
plementedisingprimitivesthatsatisfystandardryptographicsecuritypropertiesthen
the computationainterpretationof the securitystatements alsovalid in the compu-
tational setting. This allows to prove that a protocol meetsstrongsecurity properties
(astypically consideredby the cryptographyandcomplexity theorycommunity) while
retainingthe simplicity of the logic basedapproachn de ning securityandcarrying
out proofs.

An importantsteptoward bridging the gap betweenthesetwo approachesyhile
retainingthe simplicity of the logic formulation, hasbeenmadeby Abadi and Rog-
away in [2], wherea simple languageof encryptedexpressionds de ned, andit is
provedthatif two expressiongreequivalentaccordingo a (syntacticallyde ned) sim-
plelogic formalism,thenalsotheir naturalcomputationainterpretationgreequialent
accordingto the standardhotion of computationaindistinguishability Thelogic of [2]
is now well understoodrom a computationapoint of view, with completenessesults
[18] shawing thatif a sufciently strongencryptionschemds used,thenthe ary two
expressionarecomputationallyequivalentif andonlyif they canbe provedequivalent
within thelogic, andfurtherre nements[12] exactly characterizinghe computational
requirement®n the encryptionschemeaunderwhich this equivalenceholdstrue. How-
ever, thelogic modelof [2,18,12] is extremelysimple,andallows to describgsee[1])
only thesimplestkind of attackswherea setof partiesis communicatingvera public



network, andanadwersaryis monitoringtheir corversationsn theattemptof extracting
additionalinformation. Suchan adwersary that canobsene the transmittednessages,
but cannototherwisealter their contentor o w, is called a passiveadwersaryandis
usuallyconsiderednadequatén mostapplications.

1.1 Our Contrib ution

In this paperwe presenta logic framework that allows to model active adwersaries,
thatbesideearesdroppingll network communicationsganalsodrop, modify, reroute,
or inject messages the network. As in [2], we considerprotocolswherethe parties
(attemptto) communicatdy exchangingmessagethatarebuilt from a setof basicele-
mentg(like nonceskeysandidenti ers) usingencryptionandconcatenatiooperations,
but, differentlyfrom [2], we give to the adwersarytotal controloverthe communication
network. Despitethe complicationsntroducedby active attackswe shaw thatit is still
possibleto carryoutcryptographicallymeaningfulproofswithin amodelthatretainthe
simplicity of the Abadi-Rogavay logic. In particular we considertwo possibleexecu-
tion modelsfor the protocols:

— a concretemodel, wherethe protocolsare naturally implementedusing ary en-
cryptionschemgsatisfyingthe standarcdryptographicsecuritynotion of indistin-
guishability underchosenciphertet attacks)and executedin the presenceof an
active probabilisticpolynomialtime adwersaryand

— anabstracimodel,wherethe protocolis executedsymbolically in the presencef
an abstractadwersarythat may modify or forge messagesyut only usinga setof
abstracruleswhendecomposingndassemblingnessages.

The rulesthat govern the symbolic executionof the protocolandthe behaior of
abstractadwersariesoriginatein the work of Dolev and Yao [10], andare commonto
mostlogic basedapproacheto protocolanalysis.

We remarkthat althoughwe considerprotocolswritten in an abstractanguageof
symbolicexpressionsye areultimatelyinterestedn the securitypropertiesof the pro-
tocol whenimplementedusing standardcomputationalcryptographicalgorithms,in
the presencef probabilisticadwersariegshat maytossrandomcoins,andperformdif-
ferentactionsbasedon the bit representatiof keys andciphertets obserned on the
network. This concreteaxecutionmodel,wherea probabilisticpolynomialtime adwer-
sary hasfull control of the communicatiometwork and partiescommunicateby ex-
changingpit-stringsis exactly the executionmodelusedin mostcomputationatvorks
aboutcryptographigrotocolsge.g.,thetreatmenbf mutualauthenticatiorprotocolsby
Bellareet Pointcheal andRogavay|[7, 8, 6].

Our maintechnicalresultshows thatthereis a closecorrespondencbetweenab-
stractexecutionsof the protocolin the presenceof a Dolev-Yao adwersary and the
executionof the implementatiorof the protocolin the presenceof an arbitrary poly-
nomialtime adwersary This correspondencgrovidesa generaimethodologyto design
andvalidatesecurityprotocolsin acryptographicallymeaningfulwvay, but usingsimple
abstrac{symbolic)adwersariabindexecutionmodelsnformally, ourmaintechnicake-
sultshavs thatwith overwhelmingprobability (overthe randomcoin tossef the pro-



tocol participantsandthe probabilisticpolynomialtime adversary)ary staté reached
by thepartiesrunningtheprotocolcanberepresenteflsinganinjective mappingfunc-
tion) asan abstracttatein the symbolicexecutionof the protocolin the presencef a
Dolev-YaoadwersaryThis connectionis usedto establisithe computationasecurityof
therealprotocolasfollows:

— Expresghesecurityproperty asasetof “secure”statesn theconcretesxecution
of theprotocol,and nd asetof abstracstates suchthatary staterepresentedy
elementof alsobelonggo

— Prove,symbolically(i.e., within the abstracDolev-Yaomodel),thatno formal ad-
versarycanmake the honesfpartiesever reacha stateoutside .

— Concludethatno concreteadwersarycanviolatethe securityproperty  with non-
negligible probability.

Noticethatboththeprotocoldesignandanalysiss performedwithin alogic framework
whereprobabilityis notexplicitly used A concretdmplementatiorof theprotocoland
computationabproof of securityis automaticallyobtainedusing our technicalresult:
sincereal executionscanbe mappedo valid symbolicexecutionswith overwhelming
probability (say ), if thereis a concretepolynomialtime adwersarythatin areal
executionbringsthe systemin a stateoutside with non-nagligible probability (say
biggerthan ), thentheremustexists a symbolicexecutionthatbringsthe systemto a
stateoutside .

1.2 RelatedWork

Bridging the gap betweenthe computationabndlogic treatmentof cryptographyhas
beenthe subjectof mary recentresearchefforts. The works which are more closely
relatedto our paperare[2,18,1,12], which present simplelogic for reasoningabout
the security protocolswritten in a languagesimilar to ours, but only for the caseof
passve adwersariesin this line of work, our paperis the rst oneto shov how to deal
with moregeneralctive attacks.

Otherapproacheto bridgingthe logic andcomputationamodelsof cryptography
havealsobeenconsideredn theliterature butthey all seenconsiderablynorecomple
than[2,18,1,12]. In [16] the notionsof probability, polynomialboundeccomputation,
and computationalndistinguishabilityareincorporatedn a processcalculus,andse-
curity is de ned in termsof obsenationalequivalenceon processesStill a different
approachhasbeenconsideredn [4, 3], which essentiallyprovidesa cryptographiam-
plementatiorof Dolev-Yaoterms,within ageneraframenork wheresecurityis de ned
usinga simulationparadigmsimilar to the universalcomposabilityframework of [9].
Anotherseeminglyrelatedwork is [13, 14], which triesto give a cryptographiale ni-
tion of secureencryptionthatcapturegheintuitive ideaof Dolev-Yaoadwersaries.

! By statewe meanthe collective memorycontentof the partiesexecutingthe protocol.In fact,
ourresultestablishea connectiorbetweerabstracandconcretexecutionsotonly for single
statesof the systemat a given pointin time, but for the entire sequencef statesthe system
goesthrough.



In arecentpaper[15] Impagliazzoand Kapronintroducea logic which (similarly
to [2,18,1,12]) allows to reasonaboutcomputationalndistinguishabilityin a crypto-
graphicallysoundway without the explicit useof asymptoticsand probabilities.The
logic of [15] is muchmorepowerful thanthe oneof [2, 18,1, 12], allowing the useof
limited formsof recursionTheresultsin [15] canbeviewedascomplementaryo ours,
asthey are mostly aimedat analyzingthe securityof low level cryptographicopera-
tions (e.g.,pseudorandorgenerators)whereadn this paperwe considerthe analysis
of higherlevel protocolsbhasedn securecryptographigrimitives.

The formal executionmodelusedin this paperis closelyrelatedto thetracebased
framework of [19], andthe strandspacemodelof [11]. Proofsin the latter modelhave
beensuccessfullyautomated21]. We view ourwork asanimportantsteptowardgiving
asolid cryptographidoundationto automatedoolslik e the onedescribedn [21].

2 Preliminaries

For a naturalnumber we will denoteby  theset ,andby  theset
. As usual,wewill saythatafunction is negligible if it is smallerthanthe
inverseof arny polynomial(providedthattheinputis largeenough).

SECURITY OF ENCRYPTION IN THE MULTI-USER SETTING. As usual,anasymmetric
encryptionscheme is givenby algorithmsfor key generationencryp-
tion anddecryption.The key generatiorfunctionis randomizedandtakesasinput the
securityparameter andoutputsa pair of public-secrekeys . The encryption
functionis alsorandomizedandwe denoteby theprocesof computingthe
encryptionof message usingrandomcoins . Thedecryptionfunctiontakesasinput
a secretkey anda ciphertext andreturnsthe underlyingplaintext. It is mandatedhat
for any message andrandomcointosses,

In this paperwe usea variantof the standarchotion of |ndlst|ngwshablhtyagamst
chosen-ciphertd attack[20], in shortIND-CCA. More preciselywe usethe extension
of this securitynotion to the multi-usersetting,introduced(and proved equivalentto
the standardde nition) by Bellare, Boldyreva andMicali in [5]. The de nition is as
follows.

We rst de ne aleft-right selectorasafunction  de ned by

for all equal-lengttstrings andfor ary bit . We measurdahe “strength” of
encryptionscheme  whensimultaneouslysedby anumbernf partiesby consider
ing the pair of experiments for . Eachexperimentinvolvesan
adwersary andis asfollows.First, pairsof keys aregeneratedby running
the key generatioralgorithm on input the securityparameter , eachtime with fresh
coins.Then,theadwersaryis givenasinputthesetof public keys , andis
providedaccesdo asetof encryptionoracles . Theadwersary
is alsoprovidedaccesgo asetof decryptionoracles , Wwhere isthe
secretkey associatedo . The adwersarycan queryary of the encryptionoracles
with ary pair of messages (andobtainasresultthe ciphertet corresponding
to ) andalso,it is allowedto querythe decryptionoracles.The adwersaryis forbid-
denhoweverto submitto decryptionoracle aciphertext which wasobtainedas
resultof aqueryto encryptionoracle . At somepoint,theadwersaryhas



to outputa guesshit . The adwersarywins if andloosesotherwise We de ne
the advantageof the adwersaryin defeatingND-CCA securityin anervironmentwith
usersas

andsaythattheencryptionschemés -IND-CCA securdf isanggligible
function for ary probabilisticpolynomialtime adwersary . The following theorem
proved[5] is usefulin deriving our results.

Theorem1. If is an IND-CCA encryptionscheme thenfor any polynomial
is -IND-CCAsecue.

3 Two-Party Protocols

In this sectionwe describea simplelanguagefor de ning multi-party protocols,and
how suchprotocolsareexecuted For simplicity, we concentrat®n two partyprotocols,
wherethetwo partiesalternatan thetransmissiorof messagesn Sectioné we explain
how to extendthis settingto multi-party protocols.

3.1 Protocol Syntax

A simple way to representa large classof two-party protocolsis by a sequencef

messages , Wwhere arethemessagesentby the rst player
(calledthe initiator), and arethe messagesentby the secondplayer
(calledtheresponder)We considerprotocolswherethe messagearearbitraryexpres-
sionsbuilt from basicvalues(like the namesof the partiesinvolved in the protocol,
randomlygeneratedoncesand cryptographidkeys) using concatenatiomndencryp-
tion operationsFormally, eachmessagés representetby a term generatedccording
to thefollowing grammar:

where arethreesetsof basicsymbolscorrespondindo the party's
namege.g., for two partyprotocolswhere representsheinitiator and
theresponder), theirpublickeys,and

represenhoncegeneratedtrandomby theprotocolparticipantsFor example thefol-
lowing sequencef terms

1)

representshe well known Needham-Schroeddrowe protocol [17]. In this protocol,
the initiator rst sendsits identity followed by a freshly generatedandomnonce
, encryptedunderthe respondepublic key. The respondereplieswith its identity,



followedbynonce andafreshlygeneratedionce ,all encryptedindertheinitiator
publickey. Finally, theinitiator concludesheprotocolby re-encryptinghonce  under
therespondepublic key, andtransmittingthe correspondingiphertext.

We remarkthat protocolsare a compactway to representwo distinct programs
(theoneexecutedby theinitiator, andthe oneexecutedby theresponder)andthe way
they interact.For example,the initiator programcorrespondingo protocol(1) is the
following:

1. Generat@arandomnonce , encryptthepair underkey  , andtransmit
theciphertet.

2. Afterrecevingamessage ,trytodecrypt andparseheplaintextas
i.e., checkthatthe rst andsecondcomponenof the messagaretheintendedre-
cipientandthenoncegeneratedn the rst step.

3. Encryptthevalue recevedin step2 under , andsendit to therecever.

Similarly, therespondeprogramwaits for amessage , andtriesto decrypt and
parsethe plaintext as . If successfulgeneratea randomnonce , andsend
encryptedundertheinitiator key

In the cryptographicsetting,whereprotocolsare executedin a maliciouserviron-
ment, it is importantto specifywhat happensf anything goeswrong during the exe-
cution of a program.For example,if decryptionfails, or the decryptedmessageloes
not have the expectedoattern We assumehatif atany pointapartydetectsadeviation
from the protocol,thenthe partyimmediatelyabortsthe executionof its program.

Not every sequencef messagess the descriptionof a valid protocol. For exam-

ple, is not a valid protocolbecauséehe responderafter receving
, cannotdecryptthe messag@ndrecoserthenonce  to beretransmittedn
the secondmessage . In particular we assumehatthe messagesransmitted

by eachparty canbe computedfrom the previously receved messages the Dolev-

Yao model, which will be formally de ned when describingthe adwersary In order
to simplify the presentationve alsoassumehatthe initiator (resp.respondergncrypt
messagesnly undertheresponde(resp.initiator) publickey. In particular thisimplies
thatthemessagereceivedby apartycanbeimmediatelyandcompletelydecryptedWe

remarkthatour techniqueseento extendedo morecomple protocolswhereparties
generateandtransmitnen keys onthe y (e.g.,in the casesessiorkeys to be usedin

hybrid encryptionschemes)providedthatsomereasonableestrictionsareimposedon

their use.We give somefurtherdiscussionn Section6.

3.2 Programsand Their Execution

Notice thatthe expressionstypically referredto as“messages”in the descriptionof
a protocol are not the actualmessagebeing transmittedduring the executionof the
protocol, but ratherthe “instructions” to be executedby a party to computethe cor-
respondingmessagesWe will refer to this kind of expressionsas abstiact messge
descriptionsFor example the expressiorfl” doesnot meanthatthe symbol“l” should
betransmittediterally, but theidentity of theinitiator shouldbetransmittedSimilarly,
expression®f the form calls for the generatiorandtransmissiorof a new nonce,



ratherthanthe transitionof symbol . Below, we de ne how messagearecomputed
accordingto a given protocol. For the sale of readability we only give an informal

descriptionWe considertwo differentwaysto executea protocol:symbolicexecution,
andconcretesxecution.

In a symbolic execution, messagesire symbolic expressionshuilt accordingto
grammar startingfrom basicsymbols representinghe par
ties,nonces , andkeys . Messagesre
computedn theobviousway: in the caseof symbolicexecutionssymbols and are
replacedy theidentity of theinitiator andresponder with theirrespectie pub-
lic keys,andnonceidenti ers aresetto new noncefrom
the rst timethey occurin theexecutionof aprotocol,or to somevaluerecoseredfrom
previous messaged-ormally, at every stageof the executionof a protocol, the local
stateof a partyis representethy a programcounterpointingto which messageshould
be recevednext, anda partialfunction mappingtheidenti ers oc-
curring in the programexecutedby that party to correspondingymbolicvaluesfrom

. Whena messageés to be transmittedthe function is used
to evaluatethe correspondingxpressionin the programtext. Whena new messagés
recevved,thefunction is rst usedto checkthe validity of the messageandthenex-
tendedwith additionalbindingsobtainedfrom unifying the receved messagevith the
expressiorin the programtext. Noticethateachsymbol(e.g., ) in thedescriptionof
a protocolcorrespond$o two differentvariables pnestoredwith the protocolinitiator
andonewith the responderThesetwo variablesareusuallyboundto the samevalue.
However, whenthe protocolis executedn the presencef anactive adwersarythatmay
alter the messagetransmittedandreceved by the parties,this is not necessarilythe
case.So, it is importantto distinguishbetweenthe variableidenti er usedin the
descriptionof a protocolfrom the two variableinstancesssociatedo the partiesexe-
cutingthe protocol(aswell asvariableinstancesorrespondingdo differentexecutions
of the sameprotocolby otherpairsof parties.)

In a concreteexecution, messagesre bit-strings, obtainedrunning the key gen-
eration,encryptionanddecryptionalgorithmsusedin an actualimplementatiorof the
protocol.Thistime,whenanonceidenti er rstly occursin theexecutionof aprotocol,
thecorrespondingparty generates randombit string (of lengthequalto somesecurity
parameter)Publickeys  aremappedo bit-stringsusingthekey generatioralgorithm
of somespeci ed encryptionschemeandcomplex expressionsare evaluatedrunning
theencryptionalgorithm,andencodingpairsin somestandardvay. We alwaysassume
thatthe bit representationf an expressionallows to uniquelydetermineits type, and
parseit accordingly Thistime, the stateof a partyis givenby a programcounteranda
partialfunctionmappingthevariableidenti ers to correspondindit strings.As before,
thesebindingsareusedbothto evaluatethemessage betransmittedandto parsethe
received messagesyith the main differencethat this time parsingreceved messages
involvestheexecutionof thedecryptionalgorithm,andcomputingtheanswersnvolves
runningthe (randomizedkncryptionalgorithm.



3.3 Adversaries,Execution Environmentsand State Traces

We considerthe concurrentexecution of several instancesof a given protocol. The
executionof eachprotocolinstanceis calleda “session”.We assumehat the parties
executinga protocol communicateusing a network that is underthe total control of
someadwersary . The adwersarycansniff messagesff the network, sendmessages
to ary sessiorof the protocolrun by any party andobtainin returnthe corresponding
answerWe donotassumehatthecommunications guaranteed,e. oncetheadwersary
obtainsamessagérom a certainsessionit maychooseo never deliverthemessagéo
theintendeddestinationpr maydeliveradifferentmessagepoo ngthesendeidentity.
We alsomodelthecollusionof somepartieswith theadwersaryby letting theadwersary
chooseaset of partiesandobtainall their privatekeys.

We modelanadwersariallycontrolledcommunicatiometwork by letting all the par
ties executingthe protocolsendandreceve messageto andfrom the adwersary For-
mally, we let theadwersaryinteractwith anoraclethatrunsthe honespartiesprograms.
Theadwersarymayissuethefollowing commandgo theoracle:

1. : startthe executionof a new instanceof the protocol,with party act-
ing astheinitiator, andparty actingastherespondern responseo thismessage,
theoraclepicksanew sessiondenti er , startsthe executionof anew instanceof
theprotocolrunby and , andreturnsthe sessioridenti er togethemwith the

rst messagéransmittedoy party to theadwersary

2. : sendmessage to theinitiator of session . Updatetheinitiator's
stateaccordingly andreturnits responsé¢o message totheadwersary
3. : sendmessage totherespondeof session . Updatetherespon-

derstateaccordinglyandreturnits responsd¢o message totheadwersary

As for the protocol execution,we considertwo differentadwersarialmodels:an
abstractadwersarythat communicatesvith the partiesvia symbolic expressionsand
a concreteonethat usesthe bit-stringsobtainedby runningsomespeci ¢ encryption
algorithm.

The abstractadwersary usuallycalleda Dolev-Yaoadwersaryis constrainedn the
way it cancomputenenv messagefrom messagegt alreadyknows, asto capturethe
securityof the cryptographimperationgin our caseasymmetriencryptionandgener
ationof randomnonces.)\Ve rst give theformal de nition andthenwe explainthein-
tuition behindit. Consideraset representinghe messagethattheadwersaryknows
atacertainpointduringits execution.This setincludesthe messagethattheadwersary
hadalreadyrecevedfrom honesparties aswell assomemessagewhichtheadwersary
is assumeo be ableto compute(for instancenew nonces)lIn particular  contains
thesetof identities , the setof all public keys
andaset of noncesymbolsdenotingthe noncegproducedy the adwersaryand
(dependingnthesetting)asetof identities  thatmodelcorruptedpartiesthatcollud-
ing with the adwersary The setof messagethatthe adwersarycancomputefrom
denoted is de ned asthe smallestsetsuchthat

1.
2. If then



3. If then
4. If then for all
5. If and then

Most of the constraintsabove areratherself-explanatory The rst three,saythatthe
adwersarycanconstructnev messagesvhich are messagethatit alreadyknows (1),
arebuilt by pairingmessagets knows (2) splitting a pair thatit knows (3) or encrypting
amessagé knows with akey thatit knows (4). The fth requirementvhich captures
the securityof encryption,stateshatif anadwersaryknows the decryptionkey corre-
spondingto the key usedto encrypta certainmessagethenthe adversarycanrecover
that messagelNotice that this de nition precludeshe adwersaryfrom recovering the
plaintext if it doesnotknow the decryptionkey.

Therealadwersaryis usuallyconstrainedo runin (probabilistic)polynomialtime,
but canotherwise performary kind of operationsThisis thestandarcidwersaryusedn
computationatreatment®f authenticatiorandothercryptographigrotocols.Thereal
adwersaryalsoissuescommandf the form , and

totheoracleervironmentputthistime canbeanarbitrarybit string.Similarly,
the oraclereplieswith bit strings computedby the partiesusing their keys and the
encryptionfunction.

In the sequelwve will denoteby the setof symbolicexpressiorusedin a formal
executionandby  thesetof all bit-stringsthat appearin a concreteexecution(pa-
rameterizedy the securityparameter ). So, is built up from a setof basicsymbols

(containingidentities,keys and nonces)by using the grammar . Simi-
larly, is built up from a setof basicbit-strings , by pairing and encryption.
Here, pairing is assumedo be donevia somestandardinvertible) encoding,anden-
cryptionis doneby runningthe encryptionalgorithmof a x ed concreteasymmetric
encryptionscheme . The oracleervironmentsfor the formal andfor the concrete
executionmodelsaredenotedy and

If is thesetof identi ers usedin theabstractlescriptionof a protocol,
and isthesetof all possiblesessionsthenthe global statesmaintainecdby and
aregivenby pairs respectiely , where
and
Here givesthelocal stateof the initiator of session , in the formal execution,

the local stateof the initiator of session in the formal executionandso on.
Functions and returntheindex of the next messagexpectedby aparty, or  if the
party nished the executionof the protocol.
In theformalworld anadwersary s simply alist of queriesof thetype
(for simplicity we assumehatall possiblesessionsiaze beenalreadyinitiated).
We emphasizéhat this is without loss of generalitysince security propertiesin this
settingconsiderall valid adwersaries.
We call onesuchadwersarya valid Dolev-Yao adwersary or simply valid, if each
of the queriesthat it sendsis in the closureof the setformed by some x ed set of



adwersarialnonceg(disjoint from the noncesusedby the honestparties),identitiesof
parties public keys of partiesandtheresponsethatit receizesfrom . Theresultof
the interactionbetweenthe adwersaryandthe oracleis the sequencef stateshrough
whichtheoracle  passesSoif istheinitial stateof |, for each , State
is obtainedfrom state asresultof the th queryof theadwersary
We denotethe sequence by andcall it the formal
statetraceof theexecutionof . Thesetof all formaltracess denotedoy
In the concretemodelthe executionis randomizedsincegeneratingkeys, random
noncesandencryptionsnvolvesthe useof randomcoins.Neverthelessfor eachcon-
creteadwersary  wecande ne asimilar statetraceoncetherandomnessf theoracle
andthat of the adwersariesare x ed. We will denoteby con-
cretestatetrace triggeredby the queriesof the adwersaryto the
oracleervironment,whenthe randomcoinsof the adwersaryandthoseof the erviron-
mentare and respectiely. The setof all possibleconcretetracesis denoted
. We will givethefully formalde nition in thefull versionof this paper

4 Faithfulnessof the Formal Execution Model

In this sectionwe shav that whenthe encryptionschemeusedin the concretemple-
mentationis securethenconcretestatetracesaretightly relatedto statetracesof valid
formal adwersariesMore precisely we shav that almostalwaysa concretestatetrace
canbe obtainedby composingthe statetraceof a valid formal adwersarywith a rep-
resentatiorfunction thatmapssymbolsto bit-strings.So, in somesensethe concrete
adwersarydoesnot have more power thanthe abstractDolev-YaoadwersariesWe will
formally show how this connectiorallows to translatesecurityresultsfrom theabstract
to theconcreteworld in Section5

De nition 1. We call a function a representatiorfunctionif it is
injective and , and
De nition 2. Let beaconceetestatetrace

be a formal statetraceand be a repre-
sentationfunction. We say that is an implementatiorof via representation
function , notation if for eacth it holdsthat and
also . We saythat is animplementatiorof , hotation if for

somerepresentatiorfunction it holdsthat

Theabovede nition saysthata concreteraceis arepresentatioof anabstractraceif

it is possibleto renameconsistenthall symbolsin the abstractracewith bit-strings,as
to obtainthe concreterace.Anotherpossibleinterpretatioris thatthe abstractraceis
anabstractepresentationf the concretdrace(via theinverseof function ).
Informally, the core of our papersaysthat a concretestatetrace obtainedby xing
the randomnessf the adversaryandthat of the oracleervironment,is a representa-
tion of the statetraceof an abstractattackwhich satis esthe Dolev-Yao restrictions
with overwhelmingprobability over the coinsof the adwersaryandthoseof the oracle
ervironment.



Theorem?2. Let beaprotocol.If usedn theimplementatiotis IND-CCAsecue,
thenfor anyconcreteadvesary

for somenggligible function

Proof. Since IND-CCA securityimplies IND-CCA securityin a multi-user setting
(Theorem1l) it is sufcient to prove the theoremunderthe assumptionencryption
schemas IND-CCA securean the multi-usersetting.
We split the proof of the theoremin two parts.First we show that for any trace
, obtainedby xing therandomnessf theoracleervironment
andthatof theadwersaryit is alwayspossibleto nd anabstracadwersary (anda
representatiofunction ) suchthat . For
this we provide a constructionof ~ , which essentiallyextractsa formal attackfrom
theconcreteattack.ln the secondpartof the proof we shaw thatthe constructedormal
attacler  satisfythe Dolev-Yaorestrictionswith overwhelmingprobability (overthe
choiceof the coinsof theadwersaryandthoseof the oracleervironment),or otherwise
the encryptionscheme  usedin the concretemplementationis not  -IND-CCA
securewhereby  we denotethe numberof partiesin the system.

STEP |. The intuition behindthe constructionis the following. Sinceall coinsdeter
mining the executionare x ed, all bit-stringsrepresentdentities,keys andnonceghat
appeain thecomputatiorarealso x ed,andthuscanberecovered.Thenby canonically
labelingall theseconcreteconstantsvith abstracsymbolsonecantranslateeachmes-
sage of theconcreteadwersaryinto anabstracimessage

suchthat is arepresentationf . Thesequencef abstraciqueries
determingheabstractdwersary This is doneasfollows. The keys andnoncesusedby
honestpartiescanbe directly determinedncetheir coin tossesare x ed. Thetrickier
partis to obtainthe stringsthat the adversaryusesasnoncessincethesecannot be
obtaineddirectly from therandomnessf the adwersary).Neverthelessywe cando this
by trackingandparsingthe queriesof the adwersary Whene&erwe encountesomebit-
string of type noncewhich is not the noncegeneratedy an honestparty, thenthat
stringis certainlya nonceproducedoy the adversary So,we introducea new (symbol)
adwersarialnonce andassignit to denote . We will denotethe formal adwersary
constructedhis way by

STEP Il. The secondstepof the proof is to shav thatthe adwersary  obtainedas
above computests messagefollowing the Dolev-Yao restrictions.We prove this by
constructingan adwersary againstthe encryptionschemeAdversary runs  as
a subroutineandwe prove that winsin the IND-CCA gamepreciselywhenthe ab-
stractadwersaryassociatedo the run of is not Dolev-Yao. If this happenswith
non-ngligible probabilitythen is anadwersarythatcontradictghe securityof

The key obsenationis the following. Considerthe queries madeby
while runasasubroutineandlet  betheabstractidwersaryassociatedo . Then

makesqueries whichareabstractepresentationsf thequeries
Assumethatoneof thequeriesof , say |, is hotDolev-Yao.In this caseit is easy



to seethat mustcontainanoccurrenceof somenonce (generatedy the honest

parties)which doesnot appeatin clearin noneof the answerghat  obtained,and

morewer  cannotrecoverthisnonceby standardolev-YaooperationsOtherwise,
canbecreatedby theadwersary

We distinguishtwo casesThesimplercaseiswhen contains unencryptedin
thiscasemessage alsocontains unencryptedi,.e.theadwersarymanagedo recover
nonce from ciphertexts heshouldnothave beenableto decrypt,i.e.it managedo the
breakthe encryptionfunction.

The secondcaseis when  appearsn encryptedso  hasa subtermof the
form form someterm containing andsomekey symbol . In
this case,neither nor appearedn clear(sinceotherwise  could have been
built by theadwersary) Soin theconcretenvorld, = makesquery whichcontainsan
encryptionof  which he hadnot previously seensoin thiscase  alsocontradicts
thesecurityof theencryptionscheme.

In this extendedabstractve only provide anoverview of the constructiorof anthe
adwersary . A detaileddescriptiorwill beprovidedin thefull versionof this paper

Since is anadwersaryagainst -IND-CCA encryption,it hasaccesdo  left-
right encryptionoracles,andalsoto the correspondinglecryptionoracles. will use
his accesdo theseoraclesto mimic the behaior ervironment , in which the public
keys of the partiesare the public keys of the encryptionoracles.Justsimulatingthe
behaior would be easyfor : it cansimply selectall randomnoncesof the honest
parties,andthenwhenthe adwersarymakesa queryto , canparsethe query(by
usingthedecryptionoracles)computeanappropriateanswetby following the program
of thehonestparty, returnit to theadwersaryandsoon.

Theadwersary thatwe constructdoessomethingmoreclever thanthat. For sim-
plicity of the expositionassumdor now that “knows” thenonce andtheterm
suchthat isnotavalid Dolev-Yaoqueryand isthenoncethatwe describedbove.
For his simulation, selectsall concretenoncesof the honestparties(exceptthe one
correspondingo .) Forthisnonce, selectdwo possibleconcreterepresentations
and . Then startsrunningtheattacler  carryingthe simulationalongthe lines
we have describedabove: it parsegjueriesof the adwersaryby usingthe decryptionor-
aclesto which it hasaccessandanswerghe queriesby following the programsof the
honestparties.Therearetwo importantpointsin which the simulationdiffersfrom the
trivial simulationthatwe describedabove. First,when needdopasso  responses
for whichtheabstractepresentationontains , computesconcreteepresentation
in which isreplacedby , where is the selectionbit of the left-right encryption
oracles.This is possiblesince  appearsonly encrypted,so we can createconcrete
representationgsingthe encryptionoraclesL et usexplain.

Let and bethetwo possibleconcretenoncevaluesthat associateso
andsaythatduring his simulationof theervironmentoracle, needgo passo the
representationf terms and . Toaccomplishthis, preparesnessages

and andsubmitsthemto encryptionoracles and
respectiely. (Here and are concreterepresentationsf the
keys and ). Theresultingciphertexts are thenpassedo . Notice thatit is



crucialthat  never needsto be sentin clear sincein this case would not know
which of thetwo possibleconcretaepresentation® send.

The secondmportantpoint relatedto the simulationof | is thatwhenit parses
the messagesentby , it mustavoid sendingto a decryptionoracle a ciphertext
previously obtainedfrom the correspondingencryptionoracle. This would render
invalid. This however canbe easily avoided, since  knows the underlyingplaintext
of all ciphertexts obtainedfrom the encryptionoracles modulowhich of the concrete
nonces is used(noticethatall ciphertets obtainedfrom the encryptionoracles
containoneof thetwo noncesandalwaysthesame)So, cancomputeanappropriate
answer(possiblyinvolving the encryptionoraclesin the casethatthe answerinvolves
therepresentationf ).

Fromthepoint of view of | thesimulationof the ernvironmentoracle  is per
fect. By now it is probablyclearhow determineshe bit that parameterizeshe
encryptionoraclesWhen  makesits query (correspondingo a non Dolev-Yao
message), interceptshe messageandrecoverswhich of the two values was
actuallyusedin the simulation.If the concretenonceappearsn clear thenthis stepis
trivial. Otherwise,i.e. the nonceappearsncrypted, simply “peelsoff” the encryp-
tionssurrounding by usingthedecryptionoraclesThisis possible becaus@&oneof
theseencryptionsvasobtainedrom anencryptionoracle.

The nal obsenationthatgoesin our constructions that doesnotknow a priori
whichnonce is the“faulty” nonce,nordoesit know which of the messagesentby
theadwersarycorrespondso theinvalid Dolev-YaoabstractnessageBut sincethetotal
numberof noncesand messageappearingn an executionis polynomialin the secu-
rity parameter canguessboth of themwith signi cant probability. If the adwersary
guessewvrongly, soheeithercannotrecoveranoncefrom thepositionthatheguessed,
orthenonceherecoversis differentfrom ,then simplyoutputsarandomguess.

Let us provide aninformal analysisof the advantageof  (formal detailswill be
givenin the full versionof the paper).Therearetwo possibleeventsthatlead to
successfullyguessinghe bit . Firstof all, if guessing or fail, thenhe outputs
with probabilityhalf. Otherwisej.e.theabstracadwersary  is notDolev-Yao,and
guesseboththenonce ,themessage whichis notDolev-Yaoandtheposition in
thismessagenwhich occursthen correctlyguesses. Eachof theseprobabilities
canbeboundedasfollows. For concretenesassumehefollowing: the total numberof
partiesis , thetotalnumberof messageexchangediuringasessioris , eachparty
usesatmost noncesandeachmessagéasatmost nonceoccurrencesThen,if

is the total numberof possiblesessionsi.e. ,then guesseshe“right” nonce

with probability at least , guesseshe “right” message with probability at

least—— andthe “right” occurrenceof  with probability at least —. Puttingthis
togethemve obtainthat

ind-cca invalid
Sincewe assumedhat is IND-CCA securehence -IND-CCA securethe left
sideof theinequalityis anegligible function,hencesois theright side.In otherwords,
theadwersary thatwe construcis notavalid Dolev-Yaoadwersaryonly with negli-
gible probability.



5 Soundnessf Formal Proofs

We now usetheresultof theprevioussectionto prove our mainresult.In this sectionwe
provide auniformway to specifygenerakecuritypropertiespothin theformal andthe
concretesetting.Then,we exhibit a conditionon formal andconcretesecuritynotions
and suchthat proving securityof someprotocol  with respectto  (in the
formalworld) entailsthattheprotocolis securewith respecto  in theconcretevorld.
Finally we provide concreteexamplesfor the caseof mutualauthenticatiorprotocols.

De nition 3. Fix a protocol

1. Aformalsecuritynotionis anypredicate onformal statetraces(or equivalently

anysubset of ). For each securitynotion , we saythat
protocol satises |, notation if for all valid formal advesaries
it holdsthat .

2. A concetesecuritynotionis any predicate  on conciete statetraces.For each
securitynotion , wesaythatprotocol satises , notation

, if for all probabilisticpolynomialtime advesaries it holdsthat

whee and  arerandomstringsof appropriatelength(i.e. polynomiallylong
in the securityparameter ) and is somenggligible function.

The de nitions of satis ability provided above are ratherstandardn the settings
that we consider The one for the formal executionmodel statesthat no Dolev-Yao
adwersarycaninducea “faulty” formal executiontrace.The de nition of satis ability
for theconcretexecutionmodelstateghatno probabilisticpolynomialtime algorithm
caninducea faulty concreteexecutiontrace ,exceptwith negligible probability.

We now exhibit arelationbetweerformal securitynotions andconcretesecurity
notions suchthatproving (formally) securitywith respecto  impliessecuritywith
respecto  (in theconcretexecutionmodel).Therelationis capturedn thefollowing
theorem.

Theorem3. Let and berespectivelyformal anda concietesecuritynotionsud
that

If is IND-CCAsecue,

holds.

Proof. Theintuition behindtheproofis thefollowing. Let bethestatetracecaused
by an arbitraryadwersary . From Theorem2, with overwhelmingprobability there



existsavalid formal adwersarysuchthatits trace satis es , andmore-

over (since ). Then,by theassumptioron and , with over
whelmingprobability ,i.e. . Formally we have thefollowing:

valid
ie.

MUTUAL AUTHENTICATION. We now shav how to apply the above machineryto the
caseof mutual authenticatiorprotocol. Informally, at the end of a secureexecution
of a mutual authenticatiorprotocol, the initiator and the respondelare corvinced of
eachother'sidentity. Variouswaysof formalizingthis propertyalreadyappearedn the
literature[7, 8,6,11]. Our formulationis closestto the onein the latestreferenceto
which we referthereaderfor clari cations andmotivationsaboutthe de nition.

Therearetwo propertieghata securemutualauthenticatiomprotocolshouldsatisfy
The rst property called“initiator' s guarantee”stateshatif in somesessiorbetween
two partiestheinitiator senthislastmessageandthus nished its execution thenthere
exists somesessiorbetweenthe samepartiesin which the respondeglso nished its
execution.The secondproperty calledthe respondes guaranteesaysthatif in some
sessiortherespondesenthislastmessagéandhencenished its execution) thenthere
exists somesessionwith the sameinitiator and respondeiin which the initiator has
either nished his execution,or is expectingto receve thelastmessagef the protocol.
Finally, aprotocolis asecurenutualauthenticatiomrotocolif it satis esbothinitiator's
andrespondeg guarantees.

We canformalize the above informal descriptionsby usingthe languageof state
tracesasfollows.

De nition 4. Let bean (abstractor conciete)statetraceof
a protocolwith  rounds.
(1) We saythat satis estheinitiator' sguaranteg if for anyposition in thetrace the

following conditionis satis ed.If for some it holdsthat

thenfor some it holdsthat .

(2) We saythat satis estherespondes guarantegif for anyposition , thefollowing
conditionis satis ed. If for some it holdsthat thenfor
some it holdsthat or

(3) Wesaythat satis esthemutualauthenticatiorpropertyif it satis esbothinitiator' s
guaranteeandresponders guarantee

Let us denoteby (respectiely by ) the mutualauthenticatiorproperty
in the formal (respectiely in the concrete)executionmodel. |t is a simpleexerciseto



shawv that and satisfythe conditionsof Theorem3. As a consequencdor
ary protocol
implies

6 Extensionsand Work in Progress

For simplicity of exposition,the framewnork thatwe presentedn Sections4 and5 con-
centraten a settingwherepartiesexecutemultiple instancef a a singletwo-party
protocol. The formal and computationamodelsthat we presentedanbe extendedin
a numberof ways, allowing analysisof an increasinglylarger classof protocols.In
this sectionwe presentanddiscusssomeextensionswhich we have consideredThese
extensiondnclude:

— consideringnulti-party protocols(asopposedo only two-partyprotocols);

— consideringexecutionmodelsin which partiesexecuteinstancesot of a singlebut
of asetof protocols;

— extendingthe protocolspeci cationlanguagewith othercryptographigrimitives,
e.g.symmetricencryptiondigital signaturesmessagauthenticatiortodes;

— consideringmore e xible rulesfor writing protocol, allowing for instancetrans-

missionof encryptedkeys, forwardingof ciphertets (without decrypting);

developinga moregenerakxecutionmodelinvolving reactive parties;

— generalizeour abstractde nition of securitynotionsto capturesecreg properties.

Ourbasicsettingeasilyextendsto amoregenerakxecutionmodelin which parties
executeseveral multi-party protocols, , Simultaneouslyln the sequel
we sketchsomedetailsof this extension A multi-party protocolcanbe naturallyspec-
i ed by asequencef actionsof theform ,where and arethesender
andthereceverrespectiely, and is arepresentatioof themessagéhat sendso

, constructedrom variablesn , usingthegrammarfor

Givena protocolspeci edasallist of actionsof theform , theprogram
run by someparty is determinedby selectingfrom the list of actionsonly those
actionswhichinvolve party aseithersenderor recever. Theindividual executionof
theseprogramsin both the formal and the computationamodelsremainsessentially
unchangedr-urthermorepur formalizationof the globalexecutionof the protocols(for
boththeformalandtheconcretevorld) canbeeasilyadaptedThefollowing discussion
pertainingto the formal model,appliesto the concretemodeltoo, with someobvious
modi cations.

In the formal executionmodel, the behaior of the honestpartiesis modeledby
oracle maintainingthe global stateof the execution.The adwersaryinteractswith
theoracleby initializing new instance®f the protocols andpassingnessagebetween
partiesasin the two party-casgthe syntaxof the queriesneedsto be adaptedo the
settingwe arediscussing.)f wedenoteby  bethesetof sessiorids andby the
maximumnumberof partiesinvolvedin runningeachparticularprotocol,in the multi-
user multi-protocol setting,we modelthe global stateby a pair of functions ,



where

The intuition behindthis formalizationis the identical to the two-party case:
givesthelocal view of participanthumber in the protocolexecutedin session , and

givestheindex of the next instructionof the protocolwhich the sameparticipant
will execute.

The resultof the executionis againthe sequencef statesdeterminedoy the for-
mal adwersary In this case by modelingsecuritypropertiesas setsof “secure”traces
one can capturepropertiesof the whole system(as opposedo propertiesof a single
protocol).So, formal and computationakatisactionof securityrequirementpertains
to the entiresystemWe write to denotethe factthatprotocols

satisfyproperty  in theformal executionmodel.Similarly, we write
to meanthatthe sameprotocolssatisfysecurityrequirement
in the concreteexecutionmodel. The formal de nition of relations and  isthe
obviousgeneralizatiorof De nition 3. In the full versionof the paperwe will include
aproof of thefollowing generalizatiorof Theorem2:

Theorem4. Let be multi-party protocolsandlet and beafor-
mal, respectivelya concetesecuritynotionsud that

Then,if is IND-CCAsecuethen

Anotherinterestingextensionis to enrichthe protocolspeci cationlanguagewith
othercryptographigrimitives,e.g.symmetricencryption,digital signatureand mes-
sageauthenticatiorcodes.Ilt seemshat our simple modelsand resultscanbe imme-
diately extendedjf we only considerprotocolsin which partiesnever sendencryption
of secretkeys. We remarkthatthe problemof encryptedsecretkeys hasalsobeenen-
counteredn the complex framework of [4], whereit is pointedout thatincludingsuch
encryptionsin their treatments quite problematic.In contrastwe discoveredthat by
imposingcertainrestrictionsour resultscanbe extendedto protocolsin which parties
exchangeencryptionof secretkeys. For instanceour resultshold in a settingwhere
partiesgeneratandsendencryptionsf symmetrickeys underthe public keys of other
parties andlaterusethesymmetrickeysto encryptothermessagedVe requirehowever
that symmetrickeys are never usedto encryptothersymmetrickeys. The restrictions
thatwe considerare quite reasonablérom a practicalpoint of view, andcurrentlywe
areseekinghe wealestlimitationsunderwhich our resultstill holds.

Yet anotherextensionis to considerprotocolswith input andoutput,or evenmore
generallyreactie protocolsin which partiesaccepinputsandproduceoutputsduring
the execution.While comingup with modelsfor this kind of protocolsdoesnot seem
to poseary dif culties, nding appropriategeneralde nitions for securitynotionsis
amoresubtleproblem.In particular suchgeneralde nitions shouldencompassome
formalandcomputationasecreg notionsto which ourresultcanbe extended We note



thatthis would enableanalysisof a large classof protocolsfor which secreg require-
mentsarecrucial,e.g.key exchangeprotocolswhich makesthis directionparticularly
interestingto follow in our futureresearch.
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