
down of overheads for this categov. The socket buffer is the data

structure in which a limited amount of data is enqueued either for or
by the kansport protocol. TCP makes heavier use of this data struc-

ture. UDP makes no use of the socket buffer structure for outgoing

messages, and only uses it as a finite-length queue upon reception.

In contrast ‘N2P uses the socket buffer to implement windowing

flow control on both send and receive sides.
The Defrag Queue is the data structure used to defragment IP

packets. The times for Defrag Queue processing require explana-

tion. In general, messages larger than the FDDI MTU must be sent
in multiple pieces (fragmented and defragmented). Fragmentation
is implemented in both 1P and ‘lTP. UDP messages are fragmented

by 1P, but l’CP does its own fragmentation specifically to avoid 1P
fragmentation. ‘fhus, it is surprising that the code checking the

defragmentation queue is called at all for ‘lCP messages; this

reflects a place in the 1P code where a check for matching frag-

ments could have been avoided. Even more interesting is the fact

that the overall amount of time spent in Defrag Queue for UDP is
not noticeably greater than the minimal value. Less than 10% of
UDP messages me Lwge enough to be fragmented; the processing

times of these large messages are not sufficient to noticably raise
the average cost of defragmentaticm. This also implies that most of
the cost of Defrag Queue derives from checking the defragmenta-
tion queue even when not necessary.

The Device Queue is the data structure in which outgoing data
is enqueued by the link layer until the network controller is pre-

pared to process i~ and incoming data is enqueued by the device

diver until IP is ready to process it by a software interrupt. UDP

messages spend more time in Device Queue processing because of

fragmentation. If a UDP message is fragmented into two FDDI

frames, then twice as much work must be performed by the Device
Queue to send that message.

8.0 Conclusions

We presented detailed measurements of various categories of

processing overhead times of the ‘K2P/IP and UDPAP protocol
stacks on a DECstation 5000/200, We have shown that it is impor-
tant to consider the effects of non-data touching overheads on per-

formance, particularly because most messages observed in real

networka are small. While others have appropriately focused on the
significant costs in processing time of the data-touching operationa,

specifically computing checksums and data copying, these costs are

most important when considering large message sizes. However,
when one considers aggregate costs based on a realistic distribution

of message sizes, the nondata touching overheads consume a
majority of the total software processing time (84% for TCP, 60%
for UDP).

Non-data touching overheads have received relatively little

attention compared to data-touching overheads. There are signifi-
cant ongoing efforts to reduce data-touching overheads (e.g. inte-

grated layer processing, computing checksums in hardware,

avoiding checksum computations redundant with hardware, and by
restructuring operating system software to minimixe data move-
ment). Such efforts are effective because optimizing a single data-

touching operation produces a large improvement in performanrx.
Unfortunately, time is more evenly spread among the non-data
touching overheads. Reducing a single nondata touching overhead,
such as TCP protocol-specific processing, does not have a relatively
significant effect on overall performance. Thus, a wide range of

optimization to non-data touching operations would be needed to

produce a significant performance improvement.

9.0 Acknowledgements

We gratefully acknowledge the help of Keith Muller for help-
ing with both the design and the debugging of the experiments
described in this paper.

Aggregated TCP

Data Structure Manipulation Times

Socket Buffer

.............................

3

Defrag Queue

...........................

5

Device Queue

Aggregated UDP

Data Structure Manipulation Times

--+----

............................

Socket Buffer Defrag Queue

.............................

.............................

...........................-

9

Device Queue

Figures 12a-b: Aggregate data structure manipulation

times for TCP (12a) and UDP (12b) message sises. TCP

makes more extensive use of the socket buffer’s properties
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